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Preface
N

This report is designed as a preliminary investigation into the risk and ethics issues related to
autonomous military systemswith a particular focus ormattlefield robotics as perhaps the most
controversial area It is intended to help infornpolicymakers, military personnel, scientists, well

as the broader public who collectively influence such developme®ist goal is toaise the issues

that needto be consider in responsibly introduciragdvanced technologiesito the battlefield and,
eventually, into society. With history as a guide, we know that foresight is critical to both mitigate
undesirable effects as well as todtgoromote or leverage the benefits of technology.

In this report, we will present: the presumptive case for the use of autonomous military robotics; the
need to address risk and ethics in the field; the current and predicted state of military robotics;
programming approaches as well gdevant ethical theorieand considerations (including the Laws

of War, Rules of Bgagement); dramework fortechnology risk assessmemthical andsocial issues,
both near and farterm; andrecommendations for future ark.

This workis sponsored by thé&JSDepartment of the Navy, Office of Naval Research, under Assard
N0001407-1-1152 and N0001408-1-1209 whom we thank forits support and interest in this
important investigation We also thank California PolyteatiState University (Cal Poly, San Luis
Obispo) foiits support, particularly the College of Liberal Arts and the College of Engineering

We ae indebted toColin Allen (Indiana Univ.), Peter Asaro (Rutgers Univ.), and Wendell Wallach

(Yale)for their cownsel and contributions, as well as to a number of colleaguRsn Arkin (Georgia

Tech) John Canning (Naval Surface Warfare Center), Ken Goldberg (IEEE Robotics and Automation

Society; UC Berkeley), Patrick Hew (Defence Science and Technology OrgaAizstiialia) George

R. Lucas, Jr. (US Naval Acadefgnk Chongwoo Park (IEEE Robotics and Automat@etsdseoul

National Univ), Lt. Col. Gary Sargent (US Army Special Forces; Cal NrmY)SharkeyUniv. of

Sheffield, UK)Rob Sparrow (Monash UnjAustralia)and otherg for their helpful discussionsWe

also thank the organizations mentioned herein for use of their respective imdgaally, we thank
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Patrick Lin
Keith Abney

Ceorge Bekey

Decembey 2008
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1. Introduction
N

oNo catalogue of horrors ever kept men from waefore he war you always think
i K I dinotydu @hat dies.But you will die, brother, if you go to it long enough.
Ernest Hemingway [1935.154

Imagine the face of warfare with autonomous rofics: Instead of our soldiers returning home in
flag-draped casketdo heartbrokenfamilies autonomous robots mobile machines that can make
decisions, such as to fire upon a targsithout human intervention canreplace the human soldier

in an increasing range of dangerous missidinom tunneling through dark caves in search of
terrorists, to securing urban streets rife with sniper fire, to patrolling the skies and waterways where
there is little cover from atteks, to clearing roadsnd sea®f improvised explosive devices (IEDs),
surveying damage fronbiochemical weaponsto guardingborders and buildings to controlling
potentially-hostile crowdsand everasthe infantry frontlines.

These robotswould® Wa Yl NI Q Sy2dzaK (G2 YIS RSOAaA2Ya
increasein tempo and require much quickenformation processing and responsesbots have a
distinct advantage over the limited and fallibgnitive capabilities that weHomo sapienshave.
Not onlywould robots expandthe battlespace ovedifficult, largerareas ofterrain, but they also
representa significant forcanultipliert each effectively doing the work of many human soldiers,
while immuneto sleep deprivationfatigue low morale,perceptual and communication challenges
Ay (KS Yahdother gefornmhcehindering conditions

But the presumptive case for deploying robots on the battlefield is more than about saving human
lives or superior efficiency and efféatness though saving liveand clearheaded actiowluring
frenetic conflictsare significant issug Robots further, would be unaffected bythe emotions
adrenaline and stress that cause soldiers to ongact or deliberately ovetep the Rules of
Engagmentand commit atrocities, that is to say, war crimes.e Would no longer reagas many)
news reports about our own soldiebsutalizingenemy combatants or foreign civiliats avenge the
deaths of their brothers in arms unlawful actions that carry aignificant political cost. Indeed,
robots may act as objectiyenblinkingobservers on the battlefieldeporting any unethical behavior
back to commangtheir mere presencas suchwould discouragall-too-human atrocities in the first
place.
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Technolog, however, is a doubledge sword with both benefits and risks, critics and advocates; and

autonomous military robotics is no exception, no matter how compelling the case may be to pursue

such research. The worriesinclude where responsibility would fhlin casesof unintended or

unlawful harm, which could range from the manufacturer ttee field commander to even the

machine itself the possibility of serious malfunction and robots gone wild; capturimgjlgacking of

military robots that are therunleasied against us|owering the threshold foentering conflictsand

wars, since fewer US militgr lives wouldthen be at stake;the effect of such robots on squad

cohesion, e.g., if robots recorded and reporied O1 ( KS & 2 f RikfGsNdaoth&dse NE | Ol A 2y
legitimateorder; and other possible harms.

We willevaluatethese and other conces within our report;and the remainder of thisectionwill

discuss the driving forcéa autonomous military robotick Y R 1 KS Yy SSR Qasavdla¥NR 6 2 1 S i
provide an overview of the report.Before that discussion, we shauinake a few inmductory notes

and definitionsas follow.

1.1 Opening Remarks

First,in this investigationye arenot concerned with the question of whether it is even techrlical
possible to make a perfectigthical robot,i.e., one that makes théHghtCdecision in every case or
even most caseskollowing Akin, we agree that an ethicalipfallible machine oughihot to be the
goalnow (if it is even possible); rather, our gadlould be more practical andmmediate to design a
machine thatperforms better thanhumans do on the battlefield, particularly with respect to
reducing unlawful behavior or war crim¢arkin, 2007. Considering the number of iences of
unlawful behavior ando € W Hzfafe hean a violation of the variolsws of Vir (LOW)r Rules

of Ehgagement (ROEWwhich we also will discuss lateér more detait this appears to be a low
standard tosatisfy, though a profoundlyimportant hurdle to clear To that end,scientists and
engineers need nofirst solvethe daunting task of creating a trul/ S & K A O/ at I@ast MBhe 2 (i
foreseeable futurerather, it seems that they only need to program a robot to act in compliance with
the LOW and ROE (though this may hetas straightforwardand simplyas it first appearspr act
ethically inthe specificsituationsin which the robot is to be deployed.

Secongdwe should note that the purpose of this report is notelscumberresearchon autonomous
military robotics, bt rather to help responsibly guide it.That there should be two faces to
technology benefits and risk is not surprisingas history showsnd is notby itselfan argument
against that technology. But ignoring those risks, or at leasnly reatively adiressing them and

! Biotechnology, for int&nce, promises to reduce world hunger by promoting greater and more nutritious agricultural

and livestock yield; yet continuing concerns about the possible dissemination-ehgineered seeds (or

WCNI y1SyTF22RaQ0 Ayhd2 imEcraps iaReproRpied thafindBtlyyonowt mdre @S LI | yda |
cautiously [e.g., Thompson, 2007]. Even Internet technologies, as valuable as they have been in connecting us to
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waiting for public reaction, seems to be unwise, given that it can lead (and, in the case of biotech
foods, has led) to a backlash that stétisvard progress

That said, it is surprising to note that one of the most comprehensiver@ceht reports on military
robotics,Unmanned Systems Roadmap 2@0B8Z R2S& y2i YSyidAz2y (KS g2NR VY
raised by robotics, with the exception of one sentetizat merely acknowledges that LINA sBie© & A

[have been]raised in some quérS Ndithout even discussing said issufidS Department of

Defense 2007, p. 48 While thisomission may be understandable from a plib relations

standpoint, againit seems shrt-sighted given lessonm technology ethicsespecially from our

recent pat. Our report, then,is designed to address that gap, proactivehd objectivelyengaging

policymakers and the public to headf a potential backlasti K i a4 SNBWSa y2 2ySQa AydasS

Third, while this report focuses on issues related to autonomougamirobotics the discussion may
apply equally well and overlap with issues related to autonomous milggsyems i.e., computer
networks. Further, we are focusing obattlefield or lethal applications, as opposed to robotics in
manufacturing or medicie even if they are supported by military prografssich as the Battlefield
Extraction Assist Robot, or BEAR, that carries injured soldiers from combat ,zfovesgveral
reasors as follow. fe mostcontentiousmilitary robots willbe the weaponized on& &2 S| L2 Y A |

dzy YI yYSR &deadaSvya Ara | KAIKEe& 02y (NP ABINEHzy @ A & & dzS
F LILINR F OK | & S OKA (FreLILBf yARD |- LIS NeJy 0NUG IIDgBarShentoch DefehsB OS RE
2007, p. 54] Their deployment isinherently abouthuman life and death, both intended and

unintended, so they immediately raise serious concerns related to ethics (e.g., doegmjuteory

or the LOW/ROERllow for deployment of autonomousighting systemsn the first plac®) as well as

risk (e.g., mdlinctions and emergent, unexpectecetavior) that demand greater attention tha

other robotics applications.

Also,though a relatively small number of military personnel is ever exposed on the leltildbss of

life and prgerty during armed conflictds nontrivial political costs,never mind environmental and

economic costsSA LISOA Ittt & AT WwWO2ffFGSNIfQ 2NJ dzy AYiSyRSR R
results from abusive, unlawful behavior by our own soldiers. How we prosecute a war ortconflic

receives particular scrutiny from the media and public, whose opinions influence military and foreign

policy even if those opinions are disproportionately drawn from events on the battlefiattier

than on the many more developments outside the miltaheater Thereforethough autonomous

battlefield orweaporized robotsmay beyears avay and account for only one segment of the entire

military robotics populationthere is much practical value gorting through their associative issues

sooner ratherthan later.

information, social networks, etc., and in making new ways of life possible, reveal a danité of online scams,
privacy violations, piracy, viruses, and other ills; yet no one suggests that we should do away with cyberspace [e.g.,
Weckert, 2007].
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Fourth and finally, while our investigation here is supported by the US Departmehiedfiavy,

Office of Naval Research, it may apply equally well to other branches of military service, all of which
are also developing robotics for their pective needs. The range of robotics deplbye under
consideration by théNavy, however, is exceptionally broad, with airborne, sea surface, underwater,
and ground application%. Thus it is particularly fitting for the Department of the Navy to suppor

one of the firstdedicated investigation on the risk and ethical issues arising from the use of
autonomous military robotics.

1.2 Definitions

To the extent that there ar@o standard, universallgccepted definitions of some of theey terms
we emply in this report, we willneed to stipulate those working definitionshere, since it is
important that we ensure we have the same basic understandirtyasfe terms at the outset And
so that we do not become mired in debating precise definitidrese, we provide a detailed
RA&AO0dzaaA2y 2N 2dzZaGATFAOFIGA2Y F2NJ 2dzNJ RSTAYAGAZ2Y A

Robot (particularly in a military context).A powered machine tha(l) senses,2) thinks (in a
deliberative, normechanical sensednd(3) acts.

Most robots are and will be mobilesuch as vehiclebut this is not an essential feature; however,
some degree of mobilitis required, e.g.a fixed sentry robot with swiveling turretsr a stationary
industrial robot with movable armsMost do not and wilhot carry human operators, but thigt is
not an essential featurethe distinction becoras even more blurred as robotic featurese
integrated with the body Robots can be operatedemt or fully-autonomouslybut cannot depend

entirely on human contrb for instance,tele-operated RNR Yy S&a &dzOK & GKS | ANJ
unmanned aerial vehicle would qualify as rodd the extent that they make some decisions on
their own, such as navigatian 6 dzi I OKAf RQa (2@ O NJ obolisih@&NBER {2

its control depends entirely on the operatoiRobots can be expendable or recoverable, and can
carry a lethal or nonlethal payload. And robots can be considered as agents, i.e., they have the
capacity to act in a world, and soregenmaybe moral agents, as discussed in the next definition.

Autonomy (in machines).The capacity to operate in the realorld environment without any form of
external contrglonce the machine is activatemd at least irsome areas of operatiofior extended
periods of time

2 The only applications not covered by the Department of the Navy appear to be undergi@mthdpacebased,
including sukorbital missions, which may understandably fall outside their purview.
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This is to say thatwe are herein not interested in issues traditionally linked to autonorthat

require a more robust and precise definitiopuch as the assignment of political rights and moral

responsibility (as different from legaksponsibility) or even more technical issues related to free

gAttX RSGSNNYAYAAYI LISNER2YK22RZI 1 dsyinportanKa itHoseNI Y I OK A
issues are in philosophy, law, and ethics. But in the interest of simplicity, wetipillate this

definition, which seems acceptable in a discussion limitethumancreated machines.This term

Ffaz2z KSfLa StdzOARIFIGS (GKS aSO2y R ONX(SAbrdyy 2 F Wi KAY
is also related to the concept ofioralagency,.e., theability to make moral judgments and choose

2ySQa OlAz2ya I OO2NRAy3If&d

Bhics (construed broadlyor this report). More thannormative issues, i.e., questions about what we
should or ought to do, but also general concerns related to squditical,and culturalimpact as
well as rislarising from the use of robotics.

As a result, we will cover all these areas in our report, not just philosaphuestions or ethical
theory, with the goal of providing sontelevant if not actionablensightsat this preliminary stage.
We will also discus®levantethical theories in more detail irsection 3 (though this is not meant to
be a comprehensive treatment of the subject).

1.3 Market Forcesand Considerations

Sveral industry trends andrecent developmatst including highprofile failures of semi

autonomous systems, as perhaps a harbinger of challenges with more advanced syktghtight

the need for a technology risk assessment, as well as a broader study of other ethical and social

issues related to th field. In the following, we wilbriefly discusssevenprimary market forces that

are driving the development of military robotics as well as the need for a guiding ethics; these
roughlymap towhatk @S 6 SSy Ol f t SR WLI{gacikand oulivtad kofoff2 38 v | Y R
Department of Defense2007, p.44.

1. Compelling military utility US defense organizatiorse attracted to the use forobots for a
range ofbenefits some of which we have mentioned abovA pimary reason is to replaces
lessdurable humansin A Rdzf £ = RA NI & X JU$ Repdrtiingtdob DeRedz®@07, 2 2 0 &
p.19] This includes: extended reconnaissance missiongch stretch the limits of human
endurance to its breaking point; environmental sampling after a nuclearamhkimical attack,
which had previously led to deaths and letegm effects on the surveying tean and
neutralizing IEDs, whidiave caused over 40% of US casualties in Iraq since[R@§3Coalition
Casualty Count, 2008While official statistics areifficult to locate, news organizations report
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that the US has deployed over0BO0 robots in Iracand Afghanistanwhich have neutralized
10,000 IEDby 2®7 [CBS, 2007

Also mentioned above, military robots may be more discriminating, efficient, anctefée
Their dispassionatand detachedapproach to their work could significantly reduce the instances
of unethical behavior in wartine abuses that negatively color the US prosecution of a conflict,
no matter how just the initial reasons to enter the dhict are, and carry a high political cost.

US Congressional deadlineSlearly, thee is a tremendous advantage &nploying robots on

the battlefield and the US government recognizes thisvokey Congressional mandatese
driving the use of mildry robotics by 2010, onehird of all operational deeystrike aircraft must

be unmanned, and by 2015, otileird of all ground ombat vehicles must be unmanned
[National Defense Authorization Act, 2Q00Most, if not all, of the robotics in use and under
development are serrmutonomous at best; and though the technology to (responsibly) create
fully autonomous robots is near but not quite in hand, we would expect the US Department of
5STSyasS (2 | R2LI §448cNazy NS I bdilllPiedpdtiz&l systenel &
given the serious inherent risks.

Nonetheless, hese deadlines apply increasing pressure to develop and deploy robotics

including autonomous vehicles; yattush to marke€increaseshe risk for inalequate design or

programming. Worse, without a sustained and significant effort to build in ethical controls in

autonomous systems, or even to discuss tekevantareas of ethics and risk, there is little hope

that the early generations of such systems and robots will be adequate, malistgkes that

may cost human livesd ¢ KAa Aa NBAKSYSRI G227 RS LIWEatBE ¢S RAAO0
and7Zz GKIFIG 68 62yQi 1y26 SEIFOGte 6KIG 1AYR 2F SNN
will commit wntil they have already done go.

Contnuing wethical battlefield conduct Beyond popular news reports and images of

purportedly unethical behaviorby human soldiers, the USrmy{ dzNAS2y DSy SNJI f Q& h T1
surveyed US troops in Iraq on issues in battlefield stlind discoveredvorrisome results.

Fromits summary of findingsamong other statisticst [ Saa GKFyYy KFfF 2F {2f RAS
believed that norcombatants should be treated with respect and digratyd wellover a third

believed that torture should be allowed to save the lifeadiellow team member About 10% of

Soldiers and Marines reported mistreating an Iragi 8 Yol GFyd 6KSy AdG &
necessary...Less than half of Soldiers and Marines would report a team member for unethical
behavior...Although reporting ethical trainingearly a third of Soldiers and Marines reported
encountering ethical situations in Iraq in whichKk S&@ RARY Qi | y&WSAk® g G2 N
{ dzZNAS2y DSy SNI T amosh r@écém €Ul byHtimessant organization reported

similar results [US AmfydzNBS2y DSYSNI f Qa hFTFFAOST HnnyeBd

&
Q)¢
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Wartime atrocities have occurred since the beginning of human history, so we are not operating
under the illusion that they can be eliminatealtogether (nor that armed conflicts can be
eliminated either, at least in theofeseeable future) Howeverto the extent that military robots

can considerablyreduce unethial conduct on the battlefield greatly reducing human and
political costs there is a compelling reason foursue their developmenas well as tostudy

their capaity to act ethically.

Military robotics failures More than theoretical problems, military robotics have already failed
on the battlefield, creating concerns with their deployment (and perhaps even more concern for
more advanced, complicated systemt)at ought to be addressed before speculation,
incomplete information, and hype fill the gap in public dialogue.

In April 2008, several TALON SWORDStunitshile robots armed with machine gunsn Iraq

were reported to be grounded for reasons not fully diseld, though early reports claim the

NEo2Gas gAlK2dzi 60SAy3a O2YYlIYyRSR [6.8,Page, 008 Yy SR (G KSA
and later reports denied this account but admitted there had been malfunctions during the
development and testing phaseipr to deployment[e.g., Sofge, 2008 The full storydoes not

appear to havejetemergad> o6 dzi SAGKSNI gl &3> (GKS AyOia8yd dzyRSN
0KS YAt A G FTNGRe use Sfyohokiddi tiiebattkefieldd | f & Publ@perSept®?y a Q

below).

Further, it is not implausible to suggest that these robots may EEtause it hs already

happened elsewhere:ni October 2007, a serautonomous robotic cannon deployed by the

{2dziK ! FNAOIY | N¥X& YI f Tdzy édadnédwosndiag 14 diefle.y.y 3 YAy S |
Shachtman, 2007]Communication failures and errors have been blamed for several unmanned

aerial vehicle (UAV) crashes, from those owned by the Sri LankarAé to the US Border Patrol

[e.g., BBC, 200%National Transprtation Safety Board, 2007]Computerrelated technology in

general is especially susceptible¥d t Fdzy OG A2y & IyR Wo6dz3aQ 3IAPSY G(GKSA
many generations of a product cycle; thus, it is reasonable to expect similar challenges with

robotics.

Related civilian systems failure®©n a similartechnology path as autonomous robotsvilian
computer systeméave failed and raised worries that can careoto military applications. For
instance, gch civilian systemfave been blamed fomassve power outages:ni early 2008,
Florida suffered through massive blackouts across the entire state, as utility computer systems
automatically shut off and rerouted power after just a small fire caused by a failed switch at one
electrical substatione.g., Padgett, 20Q8 and in the summer 2003, a single fallen tree had
triggered a tsunami of cascading computeitiated blackouts that affected tens of millions of
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customers for days and weeks across the eastern US and Canada, leaving practigaktyfao t
human intervention to fix what should have been a simple problem of stopihieglisastrous
chain reactiorfe.g., US Department of Energy, 2Q0%hus, it is a concern that we also may not
be able tohalt some (potentially-fatal) chain of events aused by autonomous military systems
that process information and can act at speeds incomprehensible te.gs, with higkspeed
unmanned aerial vehicles

Further, civilian robotics are becoming more pervasive. Never mseeminglyharmless
entertainmert robots, some major cities(e.g., Atlanta, London, Paris, Copenhagahgady
boast driverlesgransportation systems, again creating potential worries and ethical dilemmas
(e.g., bringing to life the famous thoughkperiment in philosophy: should a fastoving train
divert itself to another track in order to kill only one innocent person, or continue forward to Kill
the five on its current path?) So there can be lessons for military robotics that can be
transferred from civilian robotics and automatedecisiormaking, and vice versaAlso, as
robots become more pervasive in the public marketpiatieey are already abundant in
manufacturing and other industriesthe broader public will become more aware of risk and
ethical issues associated with such imations, concerns that inevitably wilacy over to the
YAtAGI NBEQA dzaSo

Complexity and unpredictabilityPerhaps robbethicshas not received the attention it needat

least in the USgiven a common misconception that robots will donly what we have
programmed them to do. Unfortunately, such a belief is a sorely outdated, harking back to a
time when computers were simpler arttleir programs could be written and understood by a
single person. Now, programs with millions of lines of code are writignteams of
programmers, none fowhom knows the entire program; hence, no individeah predict the
effect of a given command with absolute certainty, since portions of large programs may interact
in unexpected, untested way{And everstraightforwarda A YLJX S NHzf S& &adzOK | & ! &aa
Robotics can create unexpected dilemmpesg., Asimov, 1950]) Furthermore, increasing
complexity may lead t@mergent behaviorsi.e., behaviors not programmed butising out of
sheer complexitye.g., Kurzweil, 1992005]

Related major research effortsalso are being devoted to enabling abots to learn from
experience, raising the question of whethee can predict with reasonablecertainty what the
robot will learn. The answer seems to be negatisince if wecould predict that, we would
simply program the roboin the first placejnstead of requiring learning. Learning may enable
the robot to respond tanovel situations given the impracticality and impossibility of predicting
all eventualities on the desjgyS NX2 & Thlslurigd&dictability in the behavior of complex robots
is a major source of worryespecially if robots are to opertin unstructured environments,
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rather than the carefulystructured domain of a factory.(We will discuss machine learning
further insections 2 and 3.)

7. Public perceptionsCNRB Y ! aAY20Q&4 aOASyOS FTAOGA2Walg 2@Sta G2
Iron Man, TransformersBlade Rnner,Star Wars, TerminatoRobocop, 2001: A Space Odyssey,
andl, Robot(to name onlya few, fran the iconic to recently releasedpbots have captured the
3t 260Ff Lzt AO0Qa AYIIAYLFLGA2Y F2N) RSOFIRSa y2460 . C
robots in society is in tension with ethics and even the survival of humankind. The public, then,
is already sensit&v to the risks posed by robatswhether or not thoseconcernsare actually
justified or plausibla to a degree unprecedented in science and technology. Newehnical
advances imobotics arecatching up to literary and theatrical accdanso the seeds of worry
that havelong been planted in the public consciousness will grow into close scrafirthe
robotics industry with respect to those ethical issues, e.g., the hamnle and Sex with Rolsot
published late last yeahat reasonablanticipates humasrobot relationshipgLevy, 2007]

Given suchnvestments,questions, events, and predictions, it is no wonder that more attention is

being paid to robotethics, particularly in Europge.g., Venggio, 200T. An entire conference

dedicatd to the issue of ethics in autonomous military systerose of the first we have seen, if

not the first of its kind was held in late February 2008 in thiK Royal United Services Institute

(RUSI) for Defence and Security Stud2@0§, in which expertseiterated the possibility that robots

might commit war crimes or be turned ars by terrorists and criminalR[JSI, 2008: Noel Sharkey

FYR wWSEFENI ! RYANIf / KNAa t | NNshatkay, 200858rd Again2008]2 y & = NB &
Robotics is a padularly thriving and advanced industry in Asia: South Korea is the first (and still

2yt KO ylridAzy G2 0SS 62Nyl Ay3a 2y | Ww202i eQGKAOQa [ F
robotics development and usdhough the document has yet to materialifBBC 2007] This

summer, Taiwan plad host to a conference about advanced atits and its societal impacts

[Institute of Electrical and Electronics Engineers (|EBB]

But the US is starting toatch up: ®me notable US expertsre working on sinfar issueswhich we
will discuss throughout this reporfArkin, 2007 Wallach and Allen, 2008 A January 2008
conference at Stanfortniversityfocused on technology in wartime, of which robethics was one
notable sessionomputer Professionals folo&8al ResponsibilityGPSR 2008] In July 2008the
North AmericanComputingand Philosophy(NACAP)conference at Indiana University focused a
significant part of its programan robot ethics]NACAR 2008] Again, we intend for this report as an
early, complementanstep in filling tke gapin robot-ethics research, both technical and theoretical
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1.4 Report Overview

Following this introductionin section 2we will provide a short background discussion on robotics in
general andn defense applicébnsspecifically. We wilurvey brieflythe current state of robotics in
the military as well aglevelopmens in progress and anticipated. This includeseralfuture
scenarios in which the military may employ autonomous robots, which will help arafwradd
depth to our discussialater on ethics and risk

In section 3 we will discuss the possibility gfrogramming inrules or a frameworkn robots to

govern their actionsé & dzOK | a | & A Y 2 @ QaThdrel asedlifferent progranamang A O & 0
approahes top-down, bottomup, and a hybrid approachMallach and Allen, 2008] We also

discuss the mar (competing) ethical theorigsdeontology, consequentialism, and virtue ethics

that these approaches correspond with as well as their limitations.

In secton 4, we consider a alternative as well as a complementary approath,programming a
robot with an ethicalbehavior frameworkto simply pogram it to obey the relevant Laws of War
and Rules of igagement. To that end,we also discuss the relevant LOAWd ROE, including a
discussion ojust-war theory and related issues that may arise in the context of autonomous robots

In section 5, continuing the discussion about lawe, will also look at the issue of legal responsibility
based onprecedents relatd to product liability, negligence and other aredsdro, 200]. This at
least informs questions of risk in the neand midterm in which robots are essentially human
made tools and not moral agents of their own; but we also look at the case forrngeatbots as
guastlegal agents.

In section 6, w willbroaden our discussion in providiadramework fortechnology risk assessment
This frameworkincludes a discussion of thelmr2 2 NJ T OG2NE Ay RSkc@deMAYyAYy I Y|
informed consentaffected population, seriousness, and probabiliesardins, 2003].

In section 7, we will bring the varioeshics and social issuescussed, and new ones, together in

one location We will survey a full range of possible risks and issues relatethios, justwar

theory, technical challenges, societal impact, and more. These contingencies and issues are
important to have in mind in any complete assessment of technology risks.

Finally, in sectior8, we will draw some preliminary conclusions, imtthg recommendations for
future, more detailed investigations. A bibliography is providsdsection9 of the report; and
appendix Aoffersmore detailed discussions on key definitions, as initiatetthi;section.
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2. Military Robotics
-

The field of robotics has changed dramatically during the past 30 years. While the first
programmable articulated arms for industrial automation were developed by George Devol and

made into commercial products by Joseph Engleberger in the 1960s and 1970s, mobitewibot

various degrees of autonomy did not receive much attention until the 1970s and 1980s. The first

GNHzS Y20AfS NRoOo2GA | NHdzZ6fé& 6SNB 9f YSNIIFYR 9ftaiasSs
Walter, a physiologist, in9b0 [Walter, 195(. These remarkable little wheeled machines had many

of the features of contemporary robots: sensors (photocells for seeking light and bumpers for

obstacle detection), a motor drive and bdiitt behaviors that enabled them to seek (or avoid) light,

wander, avail obstacles and recharge their batterieheir architecture was basically reactive, in

GKFG F AdAYdzZ dz2 RANBOGt & LINRPRIdzOSR | NBaLRyaS oAl
appeared in Shakey, a robot constructed at Stanford Research LaboraitorE369 [Fikes and

Nilsson, 1971] In this machine, the sensors were not directly coupled to the drive motors but

LINE GARSR Ayldzia G2 | WiKAYyl1Ay3aQ tF@SN) {y26y | a
(STRIPS), one of the earliest applicationsrofiaal intelligence. The architecture was known as

Wa SplaS O Q 2tNdk-K S[Brigra 98]

Since those early developments, there have been major strides in mobile Tobwide possible by

new materials faster, smaller andcheaper computllB 0 a22NBQa € 60 FYR Yl 22
software. At present, robots move on land, in the water, in the air, and in space. Terrestrial mobility

uses legs, treads, and wheels as well as siikkdocomotion and hopping. Flying robots make use

of propelles, jet engines, and wings. Underwater robots may resemble submarines, fish, eels, or

even lobsters. Some vehicles capable of moving in more than one medium or terrain have been

built. Service robots, designed for such applications as vacuum cleaoiogwiashing and lawn

mowing, have been sold in large quantities in recent years. Humanoid robots, long considered only

in science fiction novels, are now manufactured in various sizes and with various degrees of
sophistication{Bekey, 2005] Smalltoy izY | y 2 AR& 3~ adzOK a4 GKS 22¢2S8S / 2NL
have been sold in quantities of millions. More complex humanoids, such as the Honda ASIMO are

FofS (2 LISNF2NY ydzyYSNRdza Gl aiaoe | 26 SHSNE W] Aff SN
emerged.

There has also been great progress in the development of software for robots, including such
applications as learning, interaction with humans, multiple robot cooperation, localization and
navigation in noisy environments, and simulated emotions. Weudgssome of these delopments
briefly in section 2.®elow.
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During the past 20 years, military robotic vehicles have been built using all the modes of locomotion
described above and making use of the new software paradifss Dept. Of Defense, 2007]
Military robots find major applications in surveillance, reconnaissance, location and destruction of
mines and IEDs, as well as for offense or attack. The latter class of vehicles is equipped with
weapons, which at the present time are fired by remote fmmtontrollers. In the following, we first
summarize the state of the art in military robots, including both hardware and software, and then
introduce some of the ethical issues which arise from their use. We concentrate on robots capable
of lethal actiot in that much of the concern with military robotics is tied to this lethalignd omit
RAaOdzadaAz2y 2F Y2NB Ayy20dz2dza YI OKAySa &adzOK | &

carrying several hundred pounds of cargo over irregular terrain. &fatYS Fdzi dzNB G AYS & dzO|
NEo62GaQ NB SIdALIISR gAGK ¢SILkRyas (dKSe Yle y ’

2.1 Ground Robots

The US Army makes use of two major types of autonomous andadnrnomous ground vehicles:

large vehiclessuch as tanks, trucks and HUMVEEs and small vehicles, which may be carried by a
soldier in a backpack (suets the Pack@® shown in Fig. 248) and move on treads like small tanks

[US Dept. Of Defense, 2007]re PackBt is equipped with cameras and commication equipment

and may include manipulators (arms); it is designed to find and detonate IEDs, thus saving lives (both
civilian and military), as well as to perform reconnaissance. Its small size enables it to enter
buildings, report on possible occuma, and trigger booby traps. Typical armed robot vehicles are

(1) the Talon SWORDS (Special Weapons Observation Reconnaissance Detection System) made by
FosterMiller, which can be equipped with machine guns, grenade launchers, otaahktirocket

launclters as well as cameras and other sengsex Fig. 216) and (2) the newer MAARS (Modular
Advanced Armed Robotic System). While vehicles such as SWORDS and the newer MAARS are able
to autonomously navigate toward specific targets through its global positg system (GPS), at
present the firing of any obvoard weapons is done by a soldier located a safe distance away. -Foster
Miller provides a universal control module for use by the warfighter with any of their robots. MAARS
uses a more powerful machimgn than the original SWORDS. While the original SWORDS weighted
about 150 Ibs MAARS weighs about 350 Ibs. It is equipped with a new manipulator capable of
lifting 100 Ibs., thus enabling it to replace its weapon platform with an IED identification and
neutralization unit.

lY2y3a GKS €1 NHSNI @ S\KtdnOtives ReSearch Kigvelbphdhe add Engdirlesfifg
Center (jointly with FosteMiller) has developed the TAGX, a 5,008,000 Ib. amphibious vehicle.
More recently, and jointly with CarnegiMellon University, the Army has developed a 5.5 ton, six
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wheel unmanned vehicle known ake Crusher, capable of carrying 2,000 Ibs. at about 30 mph and
capable of withstanding a mine explosion; it is equipped with one or more guns (seedidre

Fig. 2.0 Military ground vehicles: @ackBo{Courtesy ofRobotCorp.)
(b) SWORDE&ourtesy oFosterMiller Corp)

Fig. 2.1 Military ground vehicle: The Crug@murtesy otJS Army)

Both PackBotand Talon robots are being used extensively and successfully in Iraq and Afghanistan.
Hence, we expect further announcements of UGV deployments in the near futie.are not
aware of the use of armed sentry robots by the US military; howevey, #ne used in South Korea
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(developed by Samsung) and in Israel. The South Korean system is capable of interrogating suspects,
identifying potential enemy intruders, and autonomous firing of its weapon.

DARPA supported two major national competitions legdto the development of autonomous
ground vehicles. The 2005 Grand Challenge required autonomous vehicles to traverse portions of
the Mojave desert in California. The vehicles were provided with GPS coordinates -pbiwisy

along the route, but othenige the terrain to be traversed was completely unknown to the designers,
and the vehicles moved autonomously at speed averaging 20 to 30 mph. In 2007, the Urban
Challenge required autonomous vehicles to move in a simulated urban environment, in theqaesen

of other vehicles and signal lights, while obeying traffic laws. While the winning automobiles from
Stanford University and Carnegie Mellon University were not military in nature, the lessons learned
will undoubtedly find their way into future generatis of autonomous robotic vehicles developed by

the Army and other services.

2.2 Aerial Robots

The US Army, Air Force, and Navy have developed a variety of robotic aircraft known as unmanned
flying vehicles (UAV8) Like the ground vehicles, these b have dual applications: they can be

used for reconnaissance without endangering human pilots, and they can carry missiles and other
weapons. The services use hundreds of unaribé¥s some as small as a modeipdane, to locate

and identify enemy tagets. An important function for unarmed UAVSs is to serve as aerial targets for
piloted aircraft, such as those manufactured by AeroMech Engineering in San Luis Obispo, CA, a
company started by Cal Poly students. AeroMech has sold some 750 UAVSs, remging Ib.
battery-operated ones to 150 Ib. vehicles with jet engines. Some reconnaissance UAVS, such as the
Shadow, are launched by a catapult and can stay aloft all day. The best known armed UAVs are the
semiautonomous Predator Unmanned Combat Air \¢&ds (UCAV) built by General Atomics (see

Fig. 2.2a), which can be equipped with Hellfire missiles. Both the Predator and the larger Reaper
hunter-killer aircraft are used extensively in Afghanistan. They can navigate autonomously toward
targets specifid by GPS coordinates, but a remote operator located in Nevada (or in Germany)
makes the final decision to release the missiles. The Navy, jointly with NorBromman, is
developingan unmanned bomber with folding wings which can be launched from arafticarrier.

The military services are also developing very small aircraft, sometimes called Micro Air Vehicles
(MAV) capable of carrying a camera and sending images back to their base. An exampWidsothe

9 NI ASNI OSNEBAZ2Y & 2F adzOK OSKAOE S&a sSNB (GSN¥SR WRNRYSAQT 4K
pilot in a chaser aircraftCurrent nodels are highly autonomous, receiving destination coordinates from only ground

or satellite transmitters.Thus, because th report is focused on robatsmachines that have some degree of

autonomyt S R2 y20G dza8 GKS GSNY WRNRBYySQ KSNBo®
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Autonomous Air Vehicl@MAAYV; also called MAV for Micro Unmanned Air Vehigldeveloped by
Intelligent Automation, Inc., which is not much larger than a human hand (see Fig. 2.2b).

(a) (b)
Fig. 2.2 Autonomous aircraft: (a) PredatGourtesy ozeneral Atomicéeronautical Systems)
(b) Micro unmanned flying vehidl€ourtesy ofntelligent Automation, Ing.

Similarly the University of Florida has developed an MAlth a 16inch wingspan with foldable

wings,which can be storeth an 8inch x 4inch container. Other AUVs include a ducted fan vehicle

(see Fig. 2.3a) being used in Iraq, and vehicles with flapping wings, made by AeroVironment and

others (Fig. 2.3b)While MAVs are used primarily for reconnaissance and are not equipped with

f SGKFE ¢SILRyazr AG Aa O2yOSA@GIoftS GKIFIG GKS @GSKAOfL ¢

(@) (b)
Fig. 2.3 Micro air vehicles: (a) ducted fan vehicle from Honeywell; (b) Ornithopter MAV with flapping
wings made by students at Brigim Young Uirersity(Photo by Jaren Wilkey/BY sad by
permissio
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Other flying robots either deployed or in development, including helicopters, tiny robots the size of a
bumblebee, and solapowered craft capable of remaining aloft for days or weeks at a time.inAga
our objective here is not to provide a complete survey, but to indicate the wide range of mobile
robots in use by the military services.

23 Marine Robots

Along with the other services, the US Navy has a major robotic program involving interaction
between land, airborne, and seaborne vehicJeks Dept. othe Navy, 2004; US Dept. of Defense,
2007] The latter include surface ships as well as Unmanned Underwater Vehicles (UUVs). Their
applications include surveillance, reconnaissance, -suttimarne warfare, mine detection and
clearing, oceanography, communications, and others. It should be noted that contemporary
torpedoes may be clagged as UUVSs, since they possess some degree of autonomy.

As with robots in the other services, UUVs come inous sizes, from maportable to very large.

Fig. 2.4a showBoeing's Longerm Mine Reconnaissance System (LMRS) which is dropped into the

ocean from a telescoping torpedo launcher aboard the SV Ranger to begin its underwater
surveillance test missionLMRS uses two sonar systems, an advanced computer and its own inertial

navigation system to survey the ocean floor for up to 60 houree LMRS shown in the figure is

about 21 inches in diameter; it can be launched from a torpedo tube, operate autondynoeturn

to the submarine, and be guided into a torpetidbe mounted robotic recovery armA large UUV,

GKS {SIK2NESZ Aa &aK2gy Ay CAIDd HodnoT GKAA BSKAOf
2LISNF 6A2YyaAQT 6KAOK Y| &onk yTod SezlR@se is KbSut 2fseSin daretel, S K I £
28 feet long, and weighs 10,500 Ibs. The Navy plans to move toward deployment of large UUVs by

2010. These vehicles may be up to 3 to 5 feet in diameter, weighing perhaps 20,000 Ibs.

(a) (b)
Figure 2.4: (alongterm Mine ReconnaissantiJV(Courtesy of The Boeing Company)
(b) Seahorse-Bot diameter UU\(Courtesy oPenn State University
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Development of UUVs is not restricted to the US. Large UUV programs exist in Australia, Great
Britain, Sweden, Italy, Russand other countries. Fig. 2.5a shows a UUV made in Great Britain by
BAE Systems.

A solarpowered surfae vehicle is shown in Fig. 2.5b. As wither military robots most of the
vehicles capableof delivering deadly force are currently humaontrolled and not fully
autonomous. However, the need for autonomy is great for underwater vehicles, since radio
communication underwater is difficult. Many UUVs surface periodically to send and receive
messages.

(@) (b)
Fig. 2.5: (a) Talisman UY&ourtesy oBAE Systenis
(b) Solar powered surface vehicle (Courtesy of NOAA)

24 SpaceRobots

We believe that theUS Armed Services have significant programs for the development of
autonomous space vehiclefr advanced warning, defense against attacking neissiind possibly
offensive action as well. However, there is very little information on these programs in publicly
available sources. It is clear that the Air Force is building a major communication system in space,
named Transformational Satellite Comnication System (TSC). This system will interact with
airborne as well as groudsiased communication nodes to create a truly global information grid.
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25 Immobile/Fixed Robots

To this point we have describedrange of mobile robots used by the militg: on earth, on and
under the water, in the ajrand in space. It should be noted that not all robots capable of lethal
action are mobile; in fact, some are stationary, with only limited mobility (such as aiming of a gun).
We consider a few examples @ich robots in this section.

First let us consider again wHgind mines and underwater mines, whether aimed at destruction of
vehicles or attacks on humans (apgrsonnel mines)are not properly robots Whether buried in

the ground or planted in thewsf zone along the ocean shore, these systems are equipped with some
sensing ability (since thegan detect the presence of weight), and théyl Gylie®ploding. Their
information processing ability is extremely limited, generally consisting only oftehsiriggered by
pressure from aboveGivenour definition of autonomous robotas consider in section 1 (as well as
detailed in Appendix Awhile suchminesmay be considered agutonomous, we do not classify
them as robots since a simple trigger is mofuivalent to the cognitive functions of a robot. If a
landmine is considered a robot, oseems to be absurdly required tiesignate a trip wir@s a robot

too.

On the other hand, there arenmobile orstationary weapons, both on land and on ships,chhilo
merit the designation of robgtdespite their lack of mobility (though they have some moving
features, which satisfies our definition for what counts as a rabdth example of such a system is
G§KS bl @& Q& -InWehpbrl System (IVWSNSIs a rapidfire 20mm gun system designed
to protect ships at close range from missiles which have penetrated other defefi$gssystem is
mounted on the deck of a shif;is equipped with both search and tracking radars and the ability to
rotate a turret in order to aim the gunsThe information processing ability of the computer system
associated with the radars is remarkable, since it automatically performs search, detecting, tracking,
threat evaluation, firing, and kilssessments of targets. Thuke CWS uses radar sensing of
approaching missiles, identifieargets trackstargets makes the decision to firand then fies its
guns, usingolid tungsten bullet$o penetrate the approachintarget. The gurandradar turret can
rotate in at leat two degrees of freedom for target tracking, but the entire structure is immaitd
fixedon the deck.

The US Army has also adoghita version of thePhalanx system to provide clese protection for

troops and facilities in Irag, under the nanM@ouneNJ w2 O1 SG > | NI AGRA,ME Z | YR a
CounterRAM). The system is mounted on the ground or, in some cases, on a train plaffbem.

basic system operation is similar to that of the Navy systiéns designed to destroy incoming

missiles at a retiavely short range. However, since the system is located adjacent to or near civilian
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facilities, there is major concern for catéral damage, e.gdebris or fragments of a disabled missile
could land on civilians.

As a final examplbere,we cite theSGRAL sentry robot developed by Samsung Techwin Cader

by the South Korean army the Demilitarized ZonéDMZ)which €parates North and South Korea

The system is stationary, designed to replace a manned sentry location. It is equipped with
sophkticated color vision sensotlat canidentify a persorenteringthe DMZ, even at night under

only starlight illumination. Since any person entering the DMaLiiematically presumed to ban
enemy, i is not necessary to separate friefrdm foe. The gstemis equipped with a machine gun,

and the sensoigun assembly is capable of rotating in two degrees of freedom as it tracks a target.
The firing of the gun can be done manyaby a soldier or by the robot in fulputomatic
(autonomous)mode.

2.6 Robot Software Issues

In the preceding, wlave presented the current state of some of the robotic hardware and systems
being used and/or being developed by the military services. It is important to note that in parallel
with the design and fabricationfmew autonomous or serdutonomous robotic systemshere is a
great deal of work on fundamental theoretical and software implementation issues which also must
be solved if fully autonomous systems are to become a regiékey, 2005] The current statef

some of these issues is as follows:

2.6.1 Softwaredrchitecture

Most current systems use the salledthree level architectur@illustrated in Fig. 2.6. The lowest
level is basically reflexive, and allows the robot to react almost instantlyp#stacular sensory input.

Deliberative Layer
- Planning
- Localization
- Interaction with Humans

Intermediate Layer
(Supervisory)

Reactive Layer

Figure 2.6. Typical thréevel architecture for robot control
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The highest level, sometimes called the Deliberative layer, includes Artificial Intelligence such as
planning and learning, as well as interactionthwhumans, localization and navigation. The
intermediate orWupervisorflayer provides oversight of the reactive layer, and translates upper
level commands as required for execution. Many recent developments have concentrated on
increasing the sophistation of the'fleliberativelayer.

2.6.2 Simultaneous Localization and Mapping (SLAM)

An important problem for autonomous robots is to ascertain their location in the world and then to
generate new maps as they move. A number of probabilistic appesaiththis problem have been
developed recently.

2.6.3 Learning

Particularly in complex situations it has become clear that robots cannot be programmed for all
eventualities. This is particularly true in military scenarios. Hence, the robot musttleaproper
responses to given stimuli, and its performance should improve with practice.

2.6.4 Multiple Robot System Architectures

Increasingly it will become necessary to deploy multiple robots to accomplish dangerous and
complex tasks. The properchitecture for control of such robot groups is still not known. For
example, should they be organized hierarchically, along military lines, or should they operate in
semiautonomous sukgroups, or should the groups be totally decentralized?

2.6.5 HumanrRobot Interaction

In the early days of robotics (and even today in certain industrial applicatimi®)ts are enclosed

or segregatedo ensure that they do not harm humans. However, in an increasing number of
applications, humans and robots cooperatedgperform tasks jointly. This is currently a major focus
of research in the community, and there are several international conference devoted to Human
Robot Interaction (HRI).

2.6.6 Reconfigurable Systems

There is increasing interest (both for milgaand civilian applications) in developing robots capable
of some form of8hapeshiftingQThus, in certain scenarios, a robot may be required to move like a
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shake, while in others it may need legs to step over obstacles. Several labs are develdping suc
systems.

2.7 Ethicallmplications A Preview

It is evident from the above survey that the Armed Forces of the United States are implementing the
Congressional mandate describedsaction 1 of this report. However, as of this writing, none of the

fielded systems tsfull autonomyin a wide context Many are capable of autonomous navigation,

localization, station keeping, reconnaissance and other activities, but rely on human supervision to

fire weapons, launch missilesr exert deadly force by othtemeand YR S@Sy GKS bl @& Q
operates in fulauto mode only as eeactivelast line of defense against incoming mssiand does

not proactively engage an enemy or targeClearly, there are fundamental ethical implications in

allowing full autonony for theserobots. Among the questions to be asked are:

1 Will autonomous robots be abl® follow established guidelines of the Laws of War and
Rules of Engagement, as specified in the Geneva Conventions?

1 Will robots know the difference between militagnd civilian personnel?

1  Will they recognize a wounded soldier and refrain from shooting?

Technical answers to sucluestions are being addressed in a study for the US Armprddgssor
Ronald Arkin from Georgia Institute of Technolodys preliminary reort is entitled Governing
Lethal Behavior: Embedding Ethics in a HylD&liberative/Reactive Robot Architectufarkin
2007T and other expertge.g.,Sharkey, 2008. In the following sections of our report, we seek to
complement that work by exploringther (mostly nortechnical) dimensions of such questions,
specifically as they related to ethics and risk.

2.8 Future Scenarios

From the brief descriptions of the state of the art of robot&isove, it is cleathat the field is highly
dynamic. Rottics is inherently interdisciplinary, drawing from advances in computer science,
aerospace, electrical and mechanical engineering, as well as biology (to obtain models of sensing,
processing and physical action in the animal kingdom), sociodoggnomis (to provide a basis for

the design and deployment of robot colonieahd psychology (to obtain a basis for hurrabot
interaction). Hencediscoveriesin any of these fields will have an effect on the design of future
robots and may raise new questi®rof risk and ethics.It would be useful, then, to anticipate
possible future scenarios involving military robotics in order to more completely consider issues in
risk and ethics, as follow:
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2.8.1 SentryimmobileRobots

A future scenario may includmbot sentriesthat guard not only military installations butlso
factories, government buildingsnd the like. As these guards acquire increasing autondiney

YIe y2i 2yfe OKFItfSy3aS @GAaAAG2NA 6642 K2 bataviBa G KSNBK
be equipped with a variety of sensors for this purpose: vision systems, bar code readers,
microphones sound analyzers, and so on. Vision systems (and, if needed, fingerprint readers) along
with large graphic memories may be used to perfaitme identification. More importantly, the
guards will be equipped with weapons enabling them to arrest and, if necessary, to disable or kill a
potential intruder who refuses to stop and be identified. Under what conditions will such lethal
force be authorizd? What if the robot confuses the identities of two people? These are only two of
the many difficult ethical questions which will arise even in such a bas#afigleCtask as guarding

a gate and challenging visitors.

2.8.2 Groundvehicles

We expet that future generations of Army ground vehicles, beyond thesting PackBad or
SWORDS discussedsiection2.1 above will feature significantly more and better sensors, better
ordnance, more sophisticated computerand associated software.Advancedsoftware will be
needed to accomplish several tasks, such as:

(a) Sensor fusionMore accurate situational awareness will requiteettechnicalability to assign
degrees of credibility to each sensor and then combine informatbtained from them. For
example, in the vicinity of &afe hous€ the robot will have to combine acoustic data (obtained
from a variety of microphones and other sensors) with visual information, sensing of ground
movement, temperature measurements to estimate the number of haswithin the housgand so

on. These estimates will then have to be combined with reconnaissance data (say from autonomous
flying vehicles) to obtain a probabilistic estimate of the number of combatants within the house.

(b) Attack decisionsSnsordata will have tdoe processed by software thaionsiders the applicable
Rules of Engagement and Laws of \iaorder for a roboto make decisiogrelated tolethal force.

It is important to note that the decision to use lethal force will be based obatrdistic calculations,

and absolute certainty will not be possible. If multiple robot vehicles are involved, the system will
also be required to allocate functions to individual members of the group, or they will be required to
negotiate with each otheto determine their individual functions. Such negotiation is a current topic
of muchchallengingesearch in robotics.
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(c) Human supervisionWe anticipate that autonomy will be granted to robot vehicles gradually, as
confidence in their ability to peofm their assigned tasks grows. Further, we expedeelearning
algorithmsthat enable the robot to improve its performance during training missions. Even so, there
will be fundamental ethical issues. For example, will a supervising warfighter do¢oatwerride a

NEOo203GQa RSOA&aAZ2Yy (2 TFANBK LT 42X K2g YdzOK GAYS
GKS NRo62G KIFI@S (GKS FtoAfAde (2 RA&A20Se | KdzYly

robot makes the decision not to releas missile on the basis that its analysis leads to the conclusion
that the number of civilians (say women and children) greatly exceeds the number of insurgents in
the house?

2.8.3 Aerial \&hicles

Clearly, many of the same consideration that apply augd vehicles will also apply to UFVs, with
the additional complexity that arises from moving in three degrees of freedom, rather than two as
on the surface of the earth. Hendbe UFV must sense the environment in the x, y, and z directions.
The UFV @y be required to bomb particular installations, in which case it will be governed by similar
considerations to those described above. However, there beagthers: for instance, a aircraft is
generally a much more expensive system than a small grouhidlgesuch as the SWORDS. What
evasive action should the vehicle undertake to protect itself? It should have the ability to return to
base and land autonomoushput what should it do if challenged by friendly aircraft? Are there
situations in which imay be justified in destroying friendly aircraft (and possibly killing human pilots)
to ensure its own safe return to base? The UFV will be required to communicate with UGVs and to
coordinate strategy when necessary. How should decisions be made if ihatsagreement
between airborne and ground vehicles? If there are hybrid missions that include both piloted and
autonomous aircraft, who is in charge?

These arenot a trivial question, since contemporary aircraft move at very high speedkingthe

length of time required for decisions inadequate for human cognitive processes. In addition, vehicles
may be of vastly different size, speed and capabiltyrther, under what conditions should a UFV be
permitted to cross national boundaries in the puitsof an enemy aircraft? Since national
boundaries are not painted on the ground, the robot aircraft will have to rely on stored maps and
GPS measurements, which may be faulty.

2.8.4 Marine \khicles

Many of the same challenges that apply to airborrehicles also apply to those traveling under
water. Againthey must operate in multiple degrees of freedom. In addition, the sensory abilities of
robot submarines will be quite different from those of ground or air vehigesnthe properties of
water. Thus, sonar echoes can be used to identify the presence of underwater objecthgbet
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signalsrequire interpretation. Assume that the robot submarine detects the presence of a surface
vessel, which is presumed to carrying enemy weapons, as wellihancpassengersunder what
conditions should the robot submarine launch torpedoes to destroy the surface vessel? It may be
much more difficult to estimate the number of civilians aboard an iron ship than those present in a
wooden house. How can thelsot make intelligent decisions in the absence of critical information?

It is evident that the use of autonomous robots in warfare will pose a large number of ethical
challenges. In the next sectimmwe discuss somprogramming approaches and their rétaship to

ethical theories, issues related to responsibility and law (including LOW/ROE), and expand on the
various ethical and risk issues we have raised in the course of this report
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3. Programming Morality
-

What role might ethical theory play inefining the control architecture for semrautonomous and
autonomous robots used by the militaryWhat moral standards or ethical subroutines should be
implemented in a robot? This section explores the ways in which ethical theory may be helpful for
implementing moral decision making faculties in robbts.

Engineers are very good at building systems to satisfy clear task specifications, but there is no clear

task specification for general moral behavior, nor is there a single answer to the question s who

morality or what morality should be implemented in Al. However, military operations are conducted

within a legal framework of international NS I 4§ A S& | & & SvintmilitarjicodeRi8s y I G A2y Q
suggests that the rules governing accape conduct 6 personnel might perhaps be adapted for

robots; one might attempt to design a robot which has an explicit in&representation of the rules

and strictly follows them.

A robotic code would, however, probably need to differ in some respects from thma fluman
soldier. For example, selfreservation may be less of a concern for the robotic system, both in the
way it is valued by the military and in its programmingurthermore, what counts as a strictly
correct interpretation of the laws in a specifsituation is itself likely to be a matter for dispute, and
conflicts among duties or obligations will require assessment in light of more general moral
principles. Regardless of what code of ethics, norms, values, laws, or principles are adopted for the
design of an artificial moral agent (AMA), whether the system functions successfully will need to be
evaluatedthrough externallydetermined criteria and testing.

3.1 From Operational to Functional Morality

Safety and reliability have always been a@ern for engineers in thedesign of intelligent systems
and for the military in itxhoice of equipment. Remotebperated vehicles and serautonomous
weapons systems used during military operations need to be reliabletheydshould be destructive
only when directed at designated targetdNot all robots utilized by the military will be deployed in
combat situations, howevegstablishing as a prioritthat all intelligent systems are safe and do no
harm to(friendly) military personnel, civiliangnd other agents worthy of moral consideration.

4We thank and crediVendell Wallach and Colin Allen for their contribution to many of the discussions here, drawn
from their new bookMoral Machines: Teaching Robots Right from Wr@gford University Press, 2008).
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When robots with even limited autonomy must choose from among different courses of action, the
concern for safety is transmuted into the need for the systems to have a capacity for making moral
judgments. For robots that operate within a very limited context, the designers and engineers who
build the systems may well be able to discern all the different options the robot will encounter and
program the appropriate responsed.he actions of such a robot acempletelyin the hands of the
designers of the systems and thosdno choose to deploy themhese robots areoperationally
moral. They do not have, and presumably will not need, a capacity to explicitly evaluate the
consequences of their actionsThey wil not need to evaluate which rules apply in a particular
situation, nor need to prioritize conflicting rules.

However, three factors suggest that operational morality is not sufficient for many robotic
applications: (1) lhe increaghg autonomy of robdt systems; (2)hie prospect that systems will
encounter influences that their designers could not anticipate because of the complexity of the
environments in which they are deployed, or because the systems are used in contexts for which
they were not speffically designed; and (3h¢ complexity of technology and the inability of systems
engineers to predict how the robots will behave under a new set of inputs.

The choices available to systems that possess a degree of autonomy in their activity and in the
contexts within which they operate, and greater sensitivity to the moral factors impinging upon the
course of actions available to them, will eventually outstrip the capacities of anylesicoptrol
architecture Sophisticatedobots will require a kinaf functional morality such that the machines
themselves have the capacity for assessing and responding to moral considerations. However, the
engineers that design functionally moral robots confront many condsadue to the limits of
presentday techmlogy. Furthermore, any approach to building mackioapable of making moral
decisions will have to be assessed in light of the feasibility of implementing the theory as a computer
program.

In the following, ve will briefly examine several major theose deontological (rulébased) ethics,
consequentialism, natural law, social contract ethics, and virtue athasspossible ethical
frameworks in robots (A complete discussion of these theori@sd their relative plausibility is
beyond the scope of this part and can be readily tond in philosophical literaturge.g.University of
San Diego, 2008

First, let usdismiss onemportant possibility ethical relativismpr the position that there is no such
thing as objectivity in ethical matters, i.e., whatright or wrong is not a matter of fact but a result of
individual or cultural preferencesEven if it were true that ethics is relative to cultural preferences,
this would have no bearing on a project to develop autonomous military robots, sinceSimailiary

and its code of ethics would be the standard for our robots anyway, as opposed to programming
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employed only in specific environments, at least foe foreseeable future, which suggests a more

limited, practical programming approach; so a broad ofealtompassing theory of ethics is not
immediately urgentand thus we need not settle the question of whether ethics is objective. here

That is, the ida of an autonomous generabr even multipurpose robot (which might require a
broad framework to govern a full range of possible actions) is much more distant than the possibility
of an autonomous robot created for specific militaglated tasks, such aggatrolling borders or
urban areas, or exercising lethal force in a carefully circumscribed battlefield. Given the limited
operations of such robots, the initial ethical task will be sufficient to simply program in the suitable
basic, relevant rulesln the nextsection we will delineate the Laws of War and Rules mg&jement

that would govern the robd® behavior; these laws already are established and codified, making
programming easier (in theory)We will also offer challenges and further difficgak related to tle
approachof using the LOW and ROE as an ethical framewanll discuss longaerm issuesthat

may arise asobotshave greateautonomy and responsibility.

3.2 Overview:Top-Down and BottomUp Approaches

The challenge of building dfitial moral agents (AMAs) might be understood as finding ways to
implement abstract values within the control architecture of intelligent systenf#hilosophers
confronted with this problem are likely to suggest a #@vn approach of encoding a partieul
ethical theory in software.This theoretical knowledge could then be used to rank options for moral
acceptability. Psychologists confronted with the problewh constraining moral decisiemaking are
likely to focus on the way a sense of morality depslin human children as they mature into adults.
Their approach to the development of moral acumen is botigmin the sense that it is acquired
over time through experienc& he challenge for roboticists tis decidewhether a topdown ethical
theory ora bottom-up process of learninig the more effective approador building artificial moral
agents.

The study of ethics commonly focuses on-tigogvn norms, standards, and theoretical approaches to

moral judgment. CNB Y { 2O0ONJ 04S&aQ RA2FY3ded ANVAS 2F2 (GKISRINBS & LINR
morality within reason alone, ethical discourse has typically looked at the application of broad

standards of morality to specific casesAccording to these approaches, standards, norms, or

principles are the basier evaluating the morality of an action.

¢ KS { SR¥ ¢gighesat lid a different sense by engineers, who approach challenges with a top
down analysis through which they decompose a task into simpler subta€l@nponents are
assembled into modules &t individually implement these simpler subtasks, and then the modules
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are hierarchically arranged to fulfill the goals specified by the original project.

In our discus@iy 2F YIFIOKAYS Y2RZ4AG wvay that Sombires thededta@oLJ
somewhat dfferent senses from engineering and ethida.ourbroadersense, a toglown approach

to the design of AMAs is any approach that takes a specified ethical theory and analyzes its
computational requirements to guide the design of algorithms and subsysteamable of
implementing that theory.

In the bottomup approaches to machine morality, the emphasis is placed on creating an
environment where an agent explores courses of action and is rewarded for behavior that is morally
praiseworthy. In this mannerthe artificial agent develops or learns through its experientelike
top-down ethical theories, which define what is and is not moral, ethical principles must be
discovered or constructeth bottom-up approaches. Bottom-up approaches, if they use a @i

theory at all, do so only as a way of specifying the task for the system, and not as a way of specifying
an implementation method or control structure.

Engineers would find this tedown/bottom-up dichotomy to be rather simplistic given the
complexity of many engineering tasks. However, the concepts ofdown and bottomup task
analysis are helpful in that they highlight two different roles for ethical theory in facilitating the
design of AMAs.

3.3 Top-Down Approaches

Are ethical principles, ttaies, and frameworks useful in guiding the design of computational

systems capable of acting with some degree of autonom@an topdown theories such as
dzGAETAGENREFYAAYZ 2N YINJURDRAS YOl i 5 HE NGA Dibé ddipted IS NP A MNP
practically by roboticists for building AMAs?

Top-down approaches to artificial morality are generally understood as having a set of rules that can
be turned into an algorithm.These rules specify the duties of a moral agent or the need for the
agent to calcwdte the consequences of the various courses of action it might seldwe. history of
moral philosophycan be viewed as a long inquiry into the adaqy of any one ethical theoryhiis
selecting anyparticular theoretical frameworknay not be adequate foensuring an artificial agent

will behave acceptably in all situationsdowever, one theory or another is often prominent in a
particular domain, and for the foreseeable future most robots will function within limited domains of
activity.
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3.3.1 TopDown RulesDeontology

A basic grounding in ethical theory naturally begins with the idea that morality simply consists in

following some finite set of rules: deontological ethics that morality isaboutd A YL @ R2Ay3 2y S
duty. Deontological (dutypased) ethics presents ethics as a system of inflexible rules; obeying them

makes one moral, breaking them makes one immoEhical constraints arseenas a list of either

forbidden or permissible forms of behaviorY | y Gaedorical Imperative (CI$ typical of a

deontological approach, as follows in its two main components:

Cl1) ¢ This is &en called the formula of universal law (FUL), which commaddkt only in
accordance with that maxim through which you can at the same time will that itrhea@ universal
f | dkant 1785 4:42]. Alternatively,the Cl also has been understood tmat the relevant
legislature should pass such a law mandating my actiena Wniversalaw of NatureQ

I YFEAY A& | &dl GSYSy:itis thd angvgr3oQhe quergbbuwhyione2did NI G A 2 y I
what was done. So Kantassertsthat the only intentions that are moral are those that could be

universally held; partiality has no place in moral thougkant also asserts that when we treat other

peoplead YSNB YSIya (2 2dz2NJ SyRax adzOK | OlGAz2y Ydad oS
to be treated that way.Hence, when applying the Cl in any social interaction, Kant proviskssoed

formulation as a purported corollary:

Cl(2)¢ Variously calld the Humanity formulation of the CI, or the MeaBads Principle, or the

formula of the end in itself (FEI),dommandsti { 2 F OG G KIF G @&2dz dzaS KdzYl yAdGez
person or in the person of any other, always at the same timenasna, neverme8 f @ & | YSI y&é
[Kant 1785, 4:429]. One could never universalize the treatment of another as a mere means to

some other ends, claims Kant, in his explanation that CI(2) directly follows from CI{is3.

formulation is credited withintroducing the idea2 Frespédl €@r persons; that is, respect for

whatever it is that is essential to our Humanity, for whatever collective attributes are required for

human dignityfJohnson2008§.

A Kantian deontologist thus believes that acts such as stealing and h@raveays immorabecause
universalizing them creates a paradoikor instancepne cannot universalize lying without running
intothe P A I NR&Q L& itN&iriReR e true that all statements are a)lisimilarly, one cannot
universalize stealing pperty without undermining the very concept of property. I y apgaach is
widely influentialbut has problems of applicability and disregard for consequences.

332 | AaAY2004a [lFtsa 2F w2o02iA0a

Another deontological approach often comes to mindinvestgating robot ethics! & A Y Th@& &
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demand to not harm or allow humans to be harmed, to obey humans, and to engage -in self
preservation. Furthermore, thlaws are prioritized to minimize conflictsThus doing no harm to

humans takes precedence over obeying a human, and obeying trumgsrestfrvation. However,

in story after story Asimov demonstratedhat three simple hierarchicalgrrangeal rules cou lead

to deadlocksvhen, for example, the robot received confliwiinstructions from two peopler when

protecting one person might cause harm to others.

¢CKS 2NRAIAYLFE GSNEAZ2Y 27F | aiYz2@narobat MayBdbinjjelagd 2F w2
human being or, through inaction, allow a human being to come to h&&narobot must obey

orders given to it by human beings, except where such orders would conflict with the FirgBlaav

robot must protect its own existence as long as suchtgmiion does not conflict with the First or

Second LajAsimov,1950.

Tl

laAY20Q048 TFAOGAZ2Y SELX 2NBR GKS AYLX AOFGAZKYE YR
established that the first law was incomplete as stated, due to the problem of ignoramobot was

fully capable of harming a human being as long as it did not know that its actions would result in (a
risk of) harm i.e., the harm was unintendedFor example, a robot, in response to a request for
water, could serve a human a glass of waesming with bacterial contagion, or throw a human
down a well, or drown a human in a lala infinitum, as long as the robot was unaware of the risk

of harm. One solution is to rewrite the first and subsequent laws with an explicit knowledge
qualifier: %A robot may do nothing that, to its knowledge, will harm a human being; nor, through
inaction, knowingly allow auman being to come to harénAsimov, 195} But a clever criminal
could divide a task among multiple robots, so that no one robot could eseognize that its actions
would lead to harming a humare.g.,one robot places the dynamite, another attaches a length of
cord to the dynamite, a third lights the cord, and sa dif course, this simply illustrates the problem
with deontological, topdown approachesthat one may follow the rules perfectly but still produce
terrible consequences.

An additional difficulty is that the degree of risk makes a difference &g.,should robots keep

humans from working near-May machines bewse of a smll risk of cancer, anddw would a robot

decide? (Section 6 on risk assessment walxplorethis topicfurther). ¢ KS Wi KNP ddauge Ay | O A 2
2T | AAY20Q4 andtheNiZsieW? dzGRWR A aISANR 620G KI @S (2 O2yaidl y(
all sors of risks to humans, and never be able to perform its primary tasks? Aswnsidersa

modified Frst Law to solve this issuél’) A robot may not harm a human beinfRemoving the First

Law® Yhaction(xlause solves this problem, butloes so at thexpense otreating an even greater

one: a robot could initiate an action which would harm a human (for example, initiating an automatic

firing sequence, then watching a noncombatant wander into the firing line) knowing that it was
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capable of preventinghte harm (by ceasing the automatic firing), biumay neverthelessail to do
sosince it is now not strictly required to act

Asimov later added a Zeroth Lg#simov,1985 so named to continue the pattern of lower
numbered laws superseding in importantte highernumbered laws so that the Zeroth Law had
highest priority and must not be broke(0) arobot may not harm all humanity or, through inaction,
allow humanity to come to harmThis would allow a robot to harm individual humans, if so doing
prevented anWSEA AGSY G AL £  { K B® hoiv@ould 2 robotfdéterniingz\tiey” suchdad
threat exists, and hence killing individual humans to prevent it is permitted?

333 CAEAY3 | aAY20Q04 ftl ga

Other authors have attempted to fix other ambiguitiesdaloopholes in the rules Asimov devised, in
order to prevent disastrous scenarios that nonetheless satisfied rawsbered0-3. For example,
LyubenDilov [1974 introduced a Fourth Law dRobotics to avoid misunderstandings about what
counts as a humanna as a robot(4) arobot must establish its identity as a robot in all cas&his
law is ®@metimes stated as the slightly differer@”). A robot must know it is a robotOthers[e.g.
Harrison 1989 have also argued for a Fourth Law that requirdsots to reproduce, as long as such
reproduction does not interfere withaws 1-3.

laAY20048 fAGSNF NBE SESNDA & $nt inlady rukbadediriotaMyWhat & S
does the robot do when there are conflicts between the ruleShouldrules function as hard
restraints? Or can the rules function as guidelines where the system is designed to factor in an array
of prima facieduties in the actions it considersWill this open the door taobotic behavior that
should be prohibited?Perhas the biggest challengeonfronting designers of rulbased robotor
AMAsis how the system will recognize those situations that require application of the rules, and how
to ensure that the robot has access to all the information it needs in order tolyapiles
appropriately. How woud a robot programmed with the Firsal know, for example, that a medic

or surgeon welding a knife over a fallen fighter on the battlefield is not about to harm the soldier?
The robot would need to understand a great dedlout context, exceptions to rulegand human
psychologyand its knowledge base would need to be updated regularly.

Roger Clark§l1994 attempted to update and fix Asm& € | gax Ay oKIFI G KS OF
of the Laws of Roboti€s

G ¢ KS -LanSAirbbot may not act unless its actions are subject to the Laws of Rabotics
Law Zero: A robot may not injure humanity, or, through inaction, allow humanity to come to
harm
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Law One: A robot may not injure a human being, or, through inaction, allow arieing
to come to harm, unless this would violate a higloeder Law

Law Two:A robot must obey orders given it by human beings, except where such orders
would conflict with a higheorder Law a robot must obey orders given it by
superordinate robotsexcept where such orders would conflict with a higloeder Law

Law Three: A robot must protect the existence of a superordinate robot as long as such
protection does not conflict with a higherder Law a robot must protect its own
existence as long asich protection does not conflict with a higherder Law

Law Four: A robot must perform the duties for which it has been programmed, except where
that would conflict with a higheorder law

The Procreation Law: A robot may not take any part in thegthesi manufacture of a robot

unlessthenewrob@ | OlGA2ya FNB &dzoaSOG (2 GKS [Fga

Clarke admits that his revised laws still face serious problems, including the identification of and
consultation with stakeholders and how they are affected well as issues guality assurance,
liability for harm resulting from either malfunction or proper use, and compihaaridling, dispute
resolution, and enforcement procedure®ur discussion gfroduct liabilityin section 5will address
many of these concerns.

There are additional problems that occur when moral laws for robots are given in the military
context. To begin with, rifitary officers are aware that if codes of conductRules of Engagement

are not comprehensivethen proper behavior gmot be assured One difficulty lies in the fact that

as the context gets more compldkbecomes impossible to anticipate all the situations that soldiers
will encounter, thus leaving the choice of behavior in many situations up to the best judgmiet of
soldier. The desirability of placing machines in this situation is a policy decision that is likely to
evolve as the technological sophistication of AMAs improves.

Unfortunately, there are yet further problemsnost pertinently, even if theiglitches could be
ANRYSR 2dziz ! aAY20Qa ftlga oAttt NBYFAY &AAYLX S
autonomous military robots will be asked to exercise lethal force upon humans in order to attain
mission objectives, thereby violating Asi@@Fist Law. A further problem, calledtampancy®
involves the possibility that an autonomous robot could overwrite its own basic programming and
substitute its own new goals for the original mission objectiveg.,(#ne movie Stealth). That leads

us to a final and apparently conclusive reason why deontological ethics cannot be used for
autonomous military robotsh G A& Ay O2 YLI (A 0 f, & adaldedsdd inlthe Mg @ S
discussion (and further in section 6).
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3.3.4 Slavery: A Crudi®&roblem for Deontology and Robotic ethics

OnefurthertINRE 6 f SYZ ALISOAFAO (2 NRo2GAOAT GAGK dRS2y (2 2
Robots in the military would be presumably programmed to follow commands slavishly, and not

exhibit anything like true Kantian autonomyL Y RSSRX GKS GSN)Y WNRoO62U0Q Aad R
g2NR WNRoO62GFQ GKIG YSIFya WASNIAGAdZRSQ 2 NSucWRNHzR3I S NE
robots could make autonomous choices about the means to carrying @it gre-programmed

goals, but not about the goals themselves; they could not choose their own goals for themselves, but

they would always be expected to have the goal of obeying orders given by their military
commander.

That would collapse (from a deontalical perspective) all questions about their ethics into simply
questions about the ethics of the military commander, andtatis mutandisfor any other use of
autonomous robots as slavesSuch an approach would then claim that there is actually no such
thing as robot ethics; there are only the ethics of those who command roliitsthe concerns with
robot ethics crucially concern the consequences of using thantoncern a strict deontological
ethics cannot countenance as it insists that one must oleyrules, no matter the consequences.
And of course, akey objection (that will affect both deontological and utilitarian ethics) is the
plausibleskepticalclaim thatno finite set of rulescanever guarantee ethical behavian all cases, or

at least wtere the set of possible behaviors is large or practically unlimitgefore addressing that
critique, let us examineperhaps the most importanbbjection to deontology (and the resulting
alternative approach) that consequences matter morally, and simptyidwing the rules is morally
wrong if it leads to bad outcomes.

3.3.5 TopDown AproachesUtilitarian Consequentialism

Utilitarianism representsanother attempt to bypass conflicts between rules through an overriding
top-down principle that can be agipd to all situations.However, with respect to computability, this
approach stresses the importance of the outcomes (consequentialism) arising from an action.
Consequentialisapproaches to ethics focus on achieving the best possible outcomes in wariou
situations, and hence typically disdain rigid rules that specify unchanging dulies.example,
utilitarianisnt the primary consequentialist theory proposes that an agent should calculate the
net consequences arising from the various available cowsastion, and therselect the action that

2 F Tth\gicatelh 3I2 2 R F 2 NJ ( K SThid inl3 flandiliSrapiagnyatiz Yheofy Nidbrat many
policy and business decisions seem to be determined by a weighing of reasons for and against a
particular actdon, and itsuggests a simple algorithm for calculating what actiae ought to take in a
given situation.
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However, this approach is not as computationally tractable as it might appeactically, there is

the calculational objectionit is an imposdile demand to calculate the utility of every actjdghus,
utilitarianism makes moral evaluation impossiblas even the shorterm consequences of most
actions are impossible to accurately forecast, much less thetlenng consequencesProblems of

how uility might be represented within a computational system, how broadly the consequences of
I OGlAz2ya akKz2dZ R 06S Fylfel SR YR gKAOK 3Syiqa ¢St
be resolved in order to bring a utilitarian analysis to a sudaés®nclusion. Given limitations of
available information, the breadth of variables impinging upon a complex set of interrelated agents,
and therefore an inability to accurately predict the consequences of an action, such a calculation
poses a tremendousomputation load on even the fastest systemA. utilitarian robot may fail to
determine which course of action is most acceptable within the time allotted.

dzi AF dziAfAGE@ A& AyOlt Odz I 6f $dich dffieRthe@y@Salug 206t A 3|
seems to disappearWorse, here are further objections to utilitarianism: thabsurd implications
objectionwould, for example,point to some scenario in whichlie is just as moral as truthif the
consequences are the sameEven nore fundamenal are objections based ofin)justice For
example, thescapegoatingbjectionwould point out thatmaximizing utility may demand injustice,
such as executing an innocent person to prevent a riot that would have resulted in deaths and
economic damageThis is to say that utilitarianism, at least in its basic form, cannot readily account
for the notion of rights and duties nor moral distinctions between, e.g., killing versus letting die or
intended versus merely foreseen deaths (assuming we think suibnscand distinctions exist).

Whether deontological or consequentialistilitarian, each of the singlgrinciple topdown theories
suffers from a version of the frame problenthat is, it requiresan impossiblecomputational load

due to the requirementgor knowledge of the relevant effects of action in the world, the difficulty of
estimating the sufficiency of the initial information, and knowledge about the psychology of agents.
Nevertheless, humans appear to apply rough and readydimpn evaluationsn their selection of
courses of actionand so might a robotic system, particularly if the goal is not to create a perfect
system but only one that makes better (or just as good) decisions than humans do.

Top-down theories combine strength in defininghétal criteria with a breadth that can be applied to
countless challengesThe price of this strength lies in the goals either being defined so vaguely and
abstractly that their meaning and their application to specific situations is debatable, or teey ar
defined so rigidly that they fail to produce decisions that are appropriately sensitive to new context.

3.4 Bottom-Up Approaches

The bottomup approaches to building AMAS$eainspired by three sources: )(the tinkering by
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engineers as thegptimize system performance, (2) evolution, and (8arning and development in
humans. Bottom-up approachesdll within two broad categoriegshe assembling of systems with
complex faculties out of discrete subsystems, and the emergence of values and pattbatsawvior
in a more holistic fashion, as in atrtificial life experiments and connectionist networks.

A variety of discrete subsystems are being developed by computer scientists that could potentially
contribute to the building of artificial moral agentsNot all of these subsystems are explicitly
designed for moral reasoning.For example, learning algorithms, affective sensors, and social
mechanisms might all contribute to the moral acumen of a robot. But computer scientists isho w

to build robots withhigherorder faculties out of discrete subsystems are confronted with a difficult,
and perhaps insurmountabjehallengef assembling components into a functional whol&hether

the aggregation of discrete skill sets vélad to the emergence of high@rder cognitive faculties
including emotional intelligence, mal judgment, and consciousnassan only be known once
roboticists go through the exercise of building the systems.

3.4.1 Optimizing Performance

Various trialand-error techniques are availédto engineers for progressively tuning components so
that the system approaches or surpasses the performance crit@&@tom-up approaches to ethics

treat normative values as being implicit in the activity of agents rather than explicitly articulated (
even articulatable) in terms of a general theorfEngineers commonly define tasks atheoretical
using a performance measurgich as winning chess games, passing the Turing test, walking across a
room without stumblingand so on Even without a theny of the best way to decompose the task

into subtasks, engineers can achieve a high level of performance on many &mketimes gost

hoc analysis of the system can produce a theory or specification of how the subtasks yield results.
But often the results of such an analysis do not correspond to the kind of decomposition suggested
by a prioritheorizing.

3.4.2 Evolution

Evolution has inspired an array of approaches for developing artificial intelligence frditiartife
experiments (Alife) to gnetic algorithmsand to evolutionary robotics. The theory of evolution has
suggested to engineers a model for sslecting and selfrganizing systems that strive toward the
optimization of some performance criteri@uch as the maximization of profitsThe power of
evolution is tapped into by selecting those agents, from a collection of similar agents, that are most
successful at optimizing a specified fitness (performance) criteribhe selected agents serve as
parentsthat are modified and recombéd (using a process that is analogous to sexual reproduction)
to produce a new generation of agent$his new generation is tested, the best performers selected,
and they in turn breed, and so forth. This basic strategy has been successful for proaymittg
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suited to a wide variety of tasks.

Two ideas contribute to the belief that evolutionary strategies would be helpful for eliciting moral
behavior inagents. The first idie contention by game theorists and evolutionary psychologists that
moral propensities such as cooperation and care of the younmy have emergeduring the course

of evolution are partially encoded in genasd potentially reproducible in simulations of evolution
within computer environments. However, as Rodney Brdus notel, experiments in Alifé K | @ S
not taken off by themselves in the ways we have camexpect of biological system$Brooks,
2007. The second influencing idea tisat optimizing moral performance might be used as the
fitness criteria for selecting the Beagents. The difficulty with this strategy lies in how the fitness
criteria would be represented in a computational systet.K S &f 231y Wadz2NDAGIE 2F (
highlights the p2 6t SY 2F &l @Ay 3 amdunts to Yy A Indrirciag Nand Q
computationally tractable) fashion.

3.4.3 Learning and Development

Alan Turing was the first to broach the idea tlaatificial intellgence @l) should try to mimic child
RSOSt2LIYSylid LYy wmobppn KS gNRGSY aGLyaidStheRadu T GNEBAY 3
mind, why not rather try to produce one which simulates the child's? If this were then subjected to

an appropriate course of educatiome would obtain the adult braéTuring 1950.

Jean Piaget, Lawrence Kohlberg, Carol Gilligan and dtfases proposed developmental theories
regarding the way in which children learn abambrality [Murray, 200§. These theories have been
adapted into curricula that facilitate the moral development of childrdinis suggests the possibility

that a learningrobot might be taken through a similar educational prograrklowever, while
machine learning is an important area of research, the algorithms and techniques presently available
are not robust enough for such a sophisticated educational projectr th& immediate future,
machinelearning techniqusare likely to be quite rudimentary.

3.4.4 The Value and Limits of Botteap Approaches

Individual subsystems can be quite brittle in their performance. However, when integrated
successfully, these componentan give rise to complex dynamic systems with a range of choices or

optional responses to external conditions and pressur&ottom-up engineering thus holds the

promise of a kind of dynamic moralitwhere, as conditions change, the ongoing feedbacknfro

different mechanisms facilitates varied responsds.ties into a movement within ethics termed

WLI NI A Odzf F NARAaYQY gKAOK |aaSNIia GKIG y2 3ISyYySNr€ 1
unique.
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But the weakness of bottorap approaches fodeveloping AMAs lies in not knowing which goals to
use for evaluating choices and actions as contexts and circumstances chBotjem-up systems
work best when they are directed at achieving one clear gdéhen the system has more than one
goal, or vhen the available information is confusing or incomplete, bottopengineering is less
likely to provide a clear choice or course of action.

3.5 SupraRational Faculties

In order to function as moral agents, robots that interact with humans iwithynamic multragent

contextsmay require other skill sets in addition to being rational. Which skills the agent will need

gAftt GFNEB RSLISYRAY3 dzLIFof exaniple, taskd iha soClalyablelroidgsa |y R 32
will perform can require emotionahtelligence knowledge about social custona)d the nonverbal

cues used to communicate essential informationn addition, the capacity to appreciate and

respond to moral challenges may also depend upon the robot having semantic understanding,
consciowsness, a theory of mind (the ability to deduce the intentions, desires, and goals of others),

and perhaps even the capacity to feel pain or empathliese additional faculties are a tall order for

roboticists, although each has already stimulated intaregtines of research that are under way.

Algorithms for reasoning about moral challenges will not lead to appropriate behavioral responses
unless the robot has access to the background information describing the situation, the ability to
discern whichriformation is essential and which inputs are of ethical concern, and the capacity to
recognize inherent and potential conflicts arising from the competing interests of the various agents.
In other words, the engineer must determine what the informatiogu#ements are for a system
making moral decisionsWhat will the system need to know in order to make an informed decision?
What input devices and sensors will it need to get access to this information?

Suprarational faculties such as emotions, bejn embodied in the world, social skills, and
consciousnegss represent ways that humans get access to essential information st be

factored into ethicallysignificant choices.Sensory experience and social mechanisms contribute to

various refinement®f behavior thatpeople expect from each otherhey alsowill be necessary for

robots that function to a high degree of competence in social conteXghile robots will not

necessarily need to emulate the full array of human faculties, the more sogtelicystems will

need mechanisms that provide a similar appreciation of complex social contexts. Furthermore,
communicating through facial expressions, gestures, vocal intonation and prosody, and other verbal

and nonverbal cues will be helpful inconveyy 3 G KS NRo62i0iQa AyidSydirizya I yR
with humans. This will in turn, help humansto perceive the robot as beingustworthy.

Given that morallyntelligent behavior may require much more than being rational, the challenge of
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building AMAs is, from this perspective, a problem of moral psychology, not moral calculdtan.
designers of morallyntelligent systers, the challenge is not how to give them abstrabetretical
knowledgebut how to develop robots that embody the right tendgas in their reactions to the
world and other agents in that world.

3.6 Hybrid Systems

Moral judgment in humans is a hybrid of bath) bottom-up mechanisms shaped by evolution and
learning and(2) top-down criteria for reasoning about ethical chaligrs. Eventually we may be

able to build morally intelligent robots that maintain the dynamic and flexible morality of betipm
systems capable of accommodating diverse inputs, while subjecting the evaluation of choices and
actions to topdown principles The prospect of developingrtuous robots offers one venue for
considering the integration of tedown, bottomup, and supraational mechanisms.

3.6.1 Virtue Ethics: The Virtuous Robot

There is a foundational critique of gdtocedural ethicsi.e, any approach that claims morality is
determined by following the proper rulesMany contemporary ethicists claim thail procedural
ethics fail, becausso many theorists have explicitly abandoned the ideas that in ethics: (a) the rules
would amount b a decision procedure for determining what the right actioowd be in any
particular case; and (b) theiles would be stated in such terms that any Rgrtuous person could
understand and apply them correctly.

In robotics, seO | t friéh@inesdtheayQ | GG SYLIia G2 RSIFE GAGK GKAa O2y.
any finite set of topdown rules or laws, intelligent machines should be programmed to be basically
FfONUZAAGA O YR GKSYy dzaS YIOKAYS fSIFENYAQRIAYY G NR
how to carry out properly altruistic actionsThis approach sidesteps the fundamental calculational

and programming problem of how to account for a vast number of unforeseeable eventualities.
However,this theory has a problem with military robota/e would not want them to always act

altruistically towardssomehumans. In fact, we would want them to be able to kill the right humans

and not the wrong(friendly)ones Therefore,we need an approach that enables machines to use a

basic topdown progam plus bottomup machine learning to be able to function excellently in its

military rolesand without malfunctioning; it should be fierce towards its enemies, helpful to its

allies, and reliable in discerning the differencimcluding in situations unfeseen by its
programmers.What ethical approach can accomplish all this?

Perhaps the most viableybrid approachthat avoids the conflict betweeduties and consequences,
andincorporatesboth warrior fierceness towards enemies and a gentle kindnessrdsveomrades,
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is virtue ethics an approach that sees ethics, not in terms of what rules should be followed, but in

terms of what kind of character an agent madoes one have a virtuous character, or is one full of

vice? For virtue ethics, morality is nat function of actions but of charactefThatis, ¥ SQa | QG A2y a
R2 y20 O02yaidAidziS ravwaltCeiicsYs2agkhteriteied, nod ataientadd.(TheS NJ
LINBLISNJ Y2NI f ljdzSadGAz2y Aa yd@ilat rdes Mopli to MidzfOSi ¢ Z K DAEIR L
AyaiSIR aéKIFIG &a2NI 2F LISNER2Y Attt L NBGSIHE YvYeasStTs
What would doing this act say about rolyaractef

While virtue theorists differ in their list of virtues, they take their lead from Arlstin recognizing

that the virtues are acquired developmentally through experience and the cultivation of good habits.

This emphasis on developing the virtues can be understood as batfphaarning, while, at least in

theory, it is possible to considené virtues as toglown patterns for evaluating actions programmed

into a robot. Because virtue i Yy WSEOSffSy0SQ YR RSTFAYSR Ay GSNY
inescapably contextlependent; nosinglerule or set of rules will be able to dictate whéitfferent

persons(or robots) in different roles will need to do in different situationddoral criteria are

thereby objective but not categorical ruled y a4 S RX GKS& FINB gKIFG Yy

A Y LIS NHinking@&od feans to good enfigoot, 1972]

Because the virtues are objectivddgneficial habits for proper functioning, but are role dependent,
the objective list of virtues for firemen wible different than the list for auditors or salesmen or
soldiers, and so onOnly the most generigirtuest e.g.,wisdom, honesty, empathy, justice, etc

will apply to all social rolesProfessional codes are then best understood as list of virtues for a
particular social role, rather than a list of rules to follovaus following Solomorj198¢, we @n say

that good eyesight is a virtue in a rifleman; it is a virtue because it helps in achieving the purposes
goalsof a rifleman. But while the lack of a properly developed conscience might be thought of as a
virtue in a hitman understood narrowly thin that particular social role, it is not a virtue in a person
simply described as a person, within the-alcompassing set of social roles we call human We.
true virtue is thus an excellence in a role that aids overall human flourishing.

3.6.2 The TopDown Gallenge and th&ottom-Up Aproach

The topzdown challenge for an engineer designing a robot would be to determine how to represent
virtuous patterns and motivations, and how the system would determine which virtue, or which
action represeting the virtue should be called upon in a particular situatigbiven the emotional
grounding of virtuous motivations in human beings, a designer of a virtuous AMA might need to
decide whether a virtuous machine waubklso need emotions of its own or senmechanisms
functionally similar to human emotions.

The bottomup approach to implementing virtues in computational systems arises from the
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recognition by several theorisfe.g., DeMoss 1998Churchland, 1995of the similarity between
learninginconn® i A2y Aail ySié2N)] & |y RNidoNdheanEthitss&grdingRA & Odza & A
the way in which the virtues are acquired. Connectionist networks provide a baifosirategy for

building capacities through the recognition of patterns and the buildihgategories out of complex

inputs. Through the gradual accumulation of data, the network develops generalized responses that

go beyond the particulars on which it is traine@ne difficulty with learned patterns that emerge

from connectionist systems ithat they are not accompanied by explanationvidry the action was

chosen.

The problems tackled by existing connectionist networks are far from the complex learning tasks
associated with moral development. However, the prospect that neural netwoilistrhe adapted

for some aspects of moral reasoning is an intriguing possibMgural networks offer an approach,
deserving of attention, for developing robots that embody the right tendencies in their reactions to
the world. The bottomup developmentof virtuous patterns of behavior might be combined
together with a topdown implementation of the virtues as a way of both evaluating the actions and
as a vehicle for providing rationaxg@anations of the behavior.

While many technological thresholds silbe crossed before the development of a virtuous robot
becomes a serious possibility, we believe that this approach to building AMAs should be of particular
interest to the military in its longerm planning. A virtuous robot might emulate the kind of
character that the armed forces value in their personnélirthermore, virtues deeply rooted in the
foundational attittdes and structures of an aganprovide a certain degree of stability, and the
prospect that officers can rely upon the performance of &ntificial agents they deploy.

3.7 First Conclusions: How Best to Program Ethical Robots

A top-down approachwould program rules into the robot and expect the robot to simply obey those
rules without change or flexibility.The downside, as we saw Wwithe analogous deontological
ethics, is that such rigidity can easily lead to bad consequences when events and situations
unforeseenor insufficiently imagined by the programmers occur, causing the robot to perform badly
or simply do horrible things, preely because it is rtdeound.

A bottomup approach, on the other hand, depends on robust machine leartikega child, a robot

is placed into variegated situations and is expected to learn through trial and error (and feedback)
what is and is not apppriate to do. General, universal rules are eschewdslt this too becomes
problematic, especially as the robot is introduced to novel situatigramot fall back oranyrules

to guide it beyond the ones it has amassed from its own experieace f those are insufficient,

then it will likely perform poorly as well.

Autonomous Military Robotics: Risk, Ethics, and Design

Copyright 2008 @.in, Abney, and Beke)All trademarks, logos and images are the property of their respective owners.



U 41

As a result, we defend a hybrid architecture as the preferred model for constructing ethical
autonomous robots. @ne top-down rules are combined with achine learnindo best approximse

the ways in which humans ally gain ethical expertise. humans are harevired with various
rules through our evolutionary heritage, but these vasilyderdetermine actual behaviohence
responsible behavior builds on these underlying (largelyonacious) rules with a healthy dose of
indoctrination and peer interaction and all the other types of learning that childrenAda result, a
character evolvesa tendency to perform certain roles in the evolving ecology of social life, and
either to fal or to perform excellently in those roles.

3.7.1 Further ©nclusions on Ethical Theory and Robot: Military Implications

Autonomous robots both on and off the battlefield will need to make choices in the course of
fulfilling their missions. Some of hose choices will have potentially harmful consequences for
humans and other agents worthy of moral consideration. Even though the capacity to make moral
judgments can be quite complex, and even though roboticists are far from substantiating the
collection of affective and cognitive skills necessary to build AMAs, systems with limited moral
decisionmaking ati A i A S& NB Y2NB RSEAABMAOEFTAOKI ¢KYSTYRKA DKL NE
with the robots it deploys, and ultimately the comfort of the publvill depend upon a belief that
these systems will honor basic human values and norms in their choice of acteiven the
prospect that robotic systems can reduce the loss of personnel during combat, one can presume that
the development of autonomousobotic fighting machines will proceed.However, if semi
autonomous and autonomous robotic systems are deployed as letiealpons, it goes without
sayingthat commanders will need to be confident that the systems will only wield their destructive
might ondesignated targets.

The challenge for the military witesidein preventingthe developnent of lethal robotic systems
from outstrippingthe ability of engineers to assure the safety of these systdmglementing moral
decisionmaking faculties withinrobots will proceed slowly. While there are aspects of moral
judgment that can be isolated and codified for tightly defined contexts, moral intelligence for
autonomous entities is a complex activity dependent on the integration of a broad array oftdiscre
skills. Robots initiallywill be built to perform specified taskddowever, as computer scientists learn

to build more sophisticated systems that can analyze and accommodate the moral challenges posed
by new contexts, autonomous robots can and will teployed for a broad array of military
applications. So for the foreseeable futurend as a more reasonable gp#lseems best to attempt

to program a virtuougartial character into a robot anénsureit only enters situations in which its
character ca function appropriately

Theorists continue to debate whether strong artificial intelligence is pos$étg, Searle 1980;
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Russell andNorvig 2003. Howevergven Al systems with more limited intelligence will require some

degree of moral sensitiyitin thechoices and actions they také&:L ¥ G KSNB I NB f AYAGF A 2)
to which scientists can implement moral decision making capabilities in Al, it is incumbent to

recognize those limitations, so that military planners do not rely inappropyiaielartificial decision

makerg [Wallach et a].2008]

For military robots, that virtuous character wiikely involve ensuring thatthe LOWand ROE are
programmed in(which may differ from mission to missioahd steadfastly obeyed, as a proxy for a
full-fledged morality. Such an approach has several advantagest, any problems from moral
particularism or other problems with general ethical principles (including misguided moral relativism)
are skirted. Second, the relationship of morality to gyt a minefield for ethist is likewise
largely avoided; the LOWWhd ROE make clear what actions are lemad illegal for robots and for
military situations, that can serve as a reasonable approximatiaineéanoratimmoral distinction

So the backgrand of ethics for autonomous robots in the military can, at least for now, become part
of our discussion about the programmability dfet LOW andROE. What this means for how we
should program ethical robots, and the implices of this approach for thealws of War and the
ethics of riskis examinedn the next sectiorof this report
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4. ThelLaws of War and Rules of Engagement
-

For any of the ethical frameworks we have identified in the previous sectit@ontological ethics,
consequentialism/utilitanism, virtue ethics the current state of robotics programming (the Al or
control software in robots) is not yet robust enough to fully accommodatm. Nevertheless,
understanding those ethical theories now is essential for illuminating a thoughfiaiyned path

with respect to developing ethical behavior in robots. In the meantiroe,nfilitary robots,a
reasonable proxy for any such ethical theory seems to be found in the Laws of War (LOW) and Rules
of Engagement (ROE#an alternative programming appach with several advantages, as explained

at the end of the last section; but, as we explain here, it also has its shortcomings. In this section, we
turn to the LOW and ROE, including their relation to -juat theory, and their suitability as an
interim programming solution.

4.1 Coercion and theeOW

To understand the LOW and ROE, and to evaluate their viability as a programming approach, we
must first understand their origins in justar theory and, even more basic, the nature of warfare,
ie,whatR2 ¢S YSSR [h2 |yR wh9 Ay FANRGOG LI IFOSI yR gKe&

War, however regratble, has been an inescapakdspect of human lifdo date. Autonomous

robots have the capacity to radically change the nature of war, and perhapseseatually lead to

AGa OSaaliuArzyo . dzi RdzNA y 3 (0 K $ur sbhokhaud iyiaghinesk A y 43 Q 2 7
and systemsould make the horrors of war either much better or muchrsgghence, the ethics of

robotic war will be one of the most impamt subjects of thenext decadesof the future To

understand the nature of war, we can see it as a type of forcible coercion that nations engage in as a

means of attaining their political goalket us define the term as follows:

Coercion The use oforce and or violence, or the threat thereof (i.e., intimidation), in order to
persuade Coercion is a sad reality both within societies and in international affaiféithin
recognized societies, legitimate coercion is exercised by the state, througdlite and judiciary, to
help restrain and deter illegitimate coercion by individuaBit in the international arena, no supra
national institution has clear anckffective coercive power over natiostates who perform
illegitimately coercive acts.Hence states must resolve issues of illegitimate coercion amongst
themselves, often through coercion of their owilence, we have thphenomenon of wararmed
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conflict between states, which attempts to coerce some desired outcome in lieu of other means
(e.g.,negotiations) of atining international agreement.

Naturally, if states are engaged in legitimate forcible coercion in order to deter or punish illegitimate

coercion, then we must have some agreed upon means of distinguishing legitimate from illegitimat

coercion amongst states inwat KA a A & -0 IND f0SKRS 2UnNRd2s( | yR A G GG SYLIa
beginning the coercion of was morally legitimateand when it is not (termegus ad bellunt and

further, what means of wartime coercion are morallyrmétted (jus in bellyp and what one should do

in the aftermath of officially ending such coercigns(post bellum

4.2  JustWar Theory and the LOW

So, the Laws of &, also known as the hws of Armed Gnflict LOAC)concern the legal and moral
legitimacy of practices that nations engage in during the interstate forcible coercion that we call
War.Q As mentioned, the Laws of & are divided into three basic categories, with the first two
being of general and lorstanding acceptance, but the thirabrdming a relatively new emphasis,
albeit of increasing import in contemporary asymmetric and-staie warfare:

1. Jus ad bellumlaw concerning acceptable jufitations to use armed force armkclare war

2. Jus in bellolaw concening acceptable conduct imar, once it has begun

3. Jus post bellumlaw concerning acceptable conducilowing the official or declared end of a
war (including occupations and indefinite ceasefires, the acceptance of surreaddr the
treatment and release oprisoners of war (PO¥) and enemy (non-)combatants after conflict
has officially ceased)

These three categories are typically (but not always) asserted to be independent; so, the morality

and legality of a state deciding to go to wars(ad bellunx typically a political dasion made by a

adl dSQa LI ftAhave Dmgfbeeh GnsideseN ndependent of the morality and legality of

2ySQa I O0A 2 yijas inbgly; the latternyisd @ BIK QF Bt & (GKS LINRGAYOS 27F |
military, not its political leadeship. For instance, we might hold that an American soldier who

participated in the My Lai massacre was guilty of war crimes (a violatigusdh belld, but not

because the Vietham War was itkahjust (even assuming that armed conflicas a violatiorof jus

ad bellun). Likewise, one might have fought a just war and done so in a just fashioibh ntey still

impose unj$t conditions on the vanquished, thus violating post bellum
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4.3 JustWar Theory: Jusad Bellum

A traditional emphasis of gtwar theory concerns when it is morally acceptable for a state to begin

or participate in the extreméorcible coercion that is wathat is,jus ad bellum.The ancient Greeks

(Aristotle) and Romans (such as Augustine) considered these issues, buittinal taw tradition

associated with Aquinas began the systematic consideration of the isila¢ural law and social

contract theorists have continued it in the work of such luminaries as Vitoria, Grotius,, lamtke

Kant; the 28' century adapted thisjust-war tradition in gradually creating the internationally

accepted LOWHence, a brief explamian of justwar theory is needed; current influential theorists

include Walzer, Orend, afd Q. NASYy > gAGK || NRdzAK O2yaSywmuda 2y (GKS
for moraljus ad bellum

a. Proper authority War must be waged by a competent authority (normally an internationally
recognized state) foa publicly stated purpose, i.eld SONB (i ¢ | NIB@ this paBesd YY 2 NI f ®
possible dilemma: \WWuld then all evolutions be immoral?Thisrequirement ofjus ad bellum
has considerable difficulty in defining any nstate rebellions (including popular revolutionary
movements) asmoral. @mpare this to the problem of distinguishing St 6 SSy WFNBSR2Y
F A 3K Sk, @d marsdidiNihal behavior.

b. Just causeThere must besufficient and acceptable justifications for entering war. Specifically,
the war must be in setlefense, against unjust attacks on innocent citizens or stébesestore
rights wrongfullydeniedand to reestablish a just order (against unjust rebelliohyhen a state
has forfeited its maal right to govern its peopteso it is no Ilg" 3 S NJ | & i At YAl {GeS Q
other nations may invade it in order to carry dutmanitarian interventions ithe seltdefense
of its people, e.g., in Kosovo or Darf(the state, no longer being minimally just, has forfeited its
own right to selfdefense. Problem: h addition to the obvioughallengeof determining when a
adrdsS Aa yz2 f 2y aslopnewy i yidestale fwarfare, 8spetiallp erroidm,
complicatethis requirement.

However, offensive wars may be justifiedafenforce justice for oneselfProblem: The sgalled

Bush Doctrin@ | YR 230G KSNJ L2t AOASa A reewgtieSudd/agaimdt NF I NB (|
looming threatswould fail the usual interpretation ohaving a just cause for warCurrent

scholarship thus focuses on the proper interpretation of-geffense against a merely potential,

but not actual, threat; common criteria ahude the imminence and seriousness of the threat.

(Seesection6 on risk assessment for more.)

3. Proportionality The good achieved by war must be proportal to the evil of waging it.
Therefore,it is immoral to wage a massive war tamedy asmallwt y 3 6 SdI v Il NIKS W{ 2 O
of 1969 between Honduras and El Salvador).
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4. Last resort Peaceful means of aiding war have been exhausted, elgegotiations must hae
been tried and have failed; thus, war is acknowledged as a last refudblem: Thisagain
makes any saalled preemptive war problematic after all, how can one side be sure that
negotiations have completely failed, until the other side actually attacks?

5. Reasonable succes3his requirement asserts that #re is no point fighting a wasne cannot
possibly win. Because the cost of war is so terriblis,immaal to fight by futile coercionvith
nopossiti AGe 2F FOdFAyAy3d 2ySQa 3A2Frftaz aAyO0S GKFIG ¢
SO one must resist in some other way.

6. Right ntention. Finally, there must be subjective as well as objective moral rightnéss
entering a war. One must have the moratlyrrect motivation and mindset in engaging in war,
rather than illegitimate goals (e.g., revenge or economic gain) in miod.example, to attack
the enemy in selflefense, with the intent to merely gain victory and (a lasting?) peace, would fit
the requirement of right intention; to perform exactly the same actions, but with the mindset of
merely satisfying a violent bloodlystr gaining control of valuable properties such as oil, would
fail this requirement.

431 Robots andlus d Bellum

Peter Asaro [2007] raises an objection to the use bbte in war, thatthe development of military
robots seems tofail ajus ad bellm test, because they would embolden politicahtkers to wage
war; robotic soldierswould lower barriers to entering a war, since they would reduce casualties
among human soldiers and therefore also a significant political cost. Relatedly, Sparrowd2007]
Sharkey [2004] object to the wartime use of foots, because they auld make war (more) riskee,

at leaston the deploying side, buivar morally reuires there be a terrible costo that political
leaders do not choose it so casually.

Note that this argument is indirect: no one seriously contends the robots themselves, particularly if

LINEINI YYSR gAGK |+ adzZAdlFoftS Watl @S Yug adibellund @ QX g A f f
violations. Rather, autonomous robots, with their promise of fevhuman casualties, will make war

less terrible and thereforenore tempting, plausibly enticingpolitical leaders to wage war more

readily. But such an argument has multiple flawSirst, to claim that rbots have bad consequences

for declaring war is a cortgration that would béhandledby the norconsequentialist requiremas

for declaring a just war: usinglwots or not makes no difference as to whether the wafagn self

defense,(b) proportionally achieving a good greater than the evil of waj,a last resort, and so

forth.
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Second, ifiny technology (from better armor to longeainge missiles) makes it easier to enter a war
to the extent that it reduces risks on our side, these objections seem to imply that we should not
make any improvements in ¢hway we prosecute a war and, indeed, should return to more brutal
methods (e.g., bayonets)But surely this is ridiculousr, at the least, counterintuitive Indeed, the
increasing horrors of war have reinforced the needjtmr ad bellumandjus in bdb restrictions not
undermined them. It is likely the advent of milry robots will cause futier sophistication in such
just-war considerations and makear ever more ethically wageds is indeeé goal of this report.

Further, we can acknowledge thavar is terrible and ought to be avoided whenever morally

possible,but & G KS alyYS GAYS ¢ Sstréiégyto avéidRwalito treatd Ruhias NNBy OS C
overwhelminglypowerful military force that no one would want to risk a war with us. Grante, th

may be an unrealistic goal and manerelyspark an arms race; but (so far) this approaebms to be

working reasonably well with nuclear weapenwhichd dz33Sa G a GKIF G -BKES RNEBNIY RF
unrealistic as well, and any lowering of barriersatar may be temporary at best, if even significant.

Therefore, the dream of incurring niviendly casualtiesn war still remains ever elusiveven if

robots are deployed on the frontlines first(We will discuss this and other objections further in

secion 7.)

4.4 Just-War Theory:Jus in Bllo

There are serious issues with traditionas ad bellumand the doctrine will continue tevolveas the
technology and asymmetric nature of contemporary warfare chandgut because this report
concentrates orrobotic ethics, and especially the ethics of deploying autonomous robots by the
military, jus ad bellurrissues will herein be dealt with only insofar as they affectjtisein bellouse

of robots. It is exceedingly unlikely in the near even mediurderm that robots will be in any way
responsible for declaring war or even inadvertently starting a war, and the moral use of rolpags in
post bellumsituations will largely flow from the morality of using thémbella Hence, we focus
now on the LOW anBROE fojus in bellg especiallywith respect tothe use of autonomous robots.

4.4.1 Total War Doctrine: Is There&ly aJus in Bllo?

G2 I NJ Argportedyfsdidé)Sby General Shermanand hedestroyed infrastructure anurned

to the ground the tties and farms of civilians in Georgia on his march to the[Beais, 198].

Sherman believed that, giveihie just cause he had in waging wdre was permitted nearly any

means to victory, including intentionally harming civilialy. World War 2thisview became known

Fa Wwa2drft g1 N R2OGNRAYSS SalLJ dzinfhiRg R éockétdkretieS o K2 &l ¢
citizens of London, or firebombing the citizens of Dresden or Tokyo, or dropping nuclear weapons on

Hiroshima and NagasakKihis view asts that, assumingus ad bellunis satisfied, there are njus
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in bellorestrictions. That ispne may do whatever is needed to win the victory in a just war,
whatever way one sees fit; our enemikave forfeited their right to any consideration byjustly
beginning their forcible coercioand deserve whatever they get.

The defenders of total wa) R2 OGO NA Y SZ | a infrpretations of ShefeNsbiverdigyity WNB | £ A &
and action, sometimes defend their view by taking the actual state of waetthé absence of any
moral or legal structure or standing. Accordingly, theygard the LOW as an elaborate public
relations fantasy that nations sometimes use when it suits thR&alpolitik or (less cynically) as
simply a misconceived enterprisgithout any actual theoretical or practical groundingVar, these
realistsclaim, is an inherently amoral enterprise, and the laws of the state no longer apply to those
waging war against the state, as they have rejecieg social contracto abide by civil bleavior;
hence, there is no basis for any moral or legal code concerning warfaaeis and morality, it is
claimed, are only possible with a settled natistate, in the absence of wand with the expectation

of the rule of law an attempt to understand he morality or legality of war ithen to attempt the
oxymoronic.

On this view, ar (unlike usual criminal activity) occurs against the background of a complete

absence of normal law and order; heice AG 0S02YSa | 04adzNFis ifitRey RSFAY S
2yaidAiddziS + @GA2tlGA2y 2F (GKS LINRPLISNI O2yRdz04G 27F g4
violates the proper functioning of a peaceful civilian socieWar s not merely a legaligefined

Wodza Ay Saa olkutirdtéal iS Nhsyré&sbriyats@vereign state whose peaceful political life

0 KAOK A& GKS o0 O1 3N dzydial wartiug eliyiraitidHe Usas @ Wdlloy SO A & |
distinction between combatants and noncombatants, seeing all those who help the opposing state

(ormeNBf & NBAARS GgAGKAY AGO & fSIAAGAHMAwaBthis NBESGA A
undercuts the applicabty of justwar theoryto the actual conduct of wait denies the possibility of

any obligatonjus in bellaestrictions.

But this view appearshoth unrealistic and morally indefensible.While it is true that the

international arena is not yet sufficiently similar to a wgtiverned statesuchthat wars are simply

consicered to be international crimeand soldieringis merely interndional police work, it is also

true that international ré I G A2y a I+ NBE KINRf& | | pobbeS d65L s Wol NJ 2 F
already alluded to, a rich history of customary international law has been gradually built up and

accepted by warring paes through the ages, and international institutions have gradually come to

exist which can enforce them.Throughout history, as a matter of honor, prudence, strategic

foresight, or even mercy, there have begs in bellaestrictions that acquigd both noral and legal

weight.

This trend towardseeing war as an activity with rules or virtues that sanction proper and improper
behavior has only gained strength as states have acquired an institutional professional military,
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especially one independent of thesnakingus ad bellundecisions.This is the case even when such
professional militaries are voluntarily joined, for most if not all of the individual soldiers no longer
have a meaningful right to refuse to fight wars thaeyhfind morally objectionablenor do they have

the moral right to fightwarsin any way they see fitinstead, professional soldiers have a code of
conduct that details their proper and improper functioning in their various roles, just as other
professions do.They cannot be meangiully held responsible for decisions by politicians over which
they have no control; but they can be held responsible for performing their roles in war in a way the
international community recognizes as legitimate and avoiding illegitimate means of mérfpr
those roles.

As a result, and despit®i( because of) the movement towaribtal war in World War 2hrough
indiscriminate weapons of mass destruction, arguments for total war doctrine now have a sense of
the ridiculous. The Geneva and Hague Convens have delineated variougis ad bellum
restrictions on war ever since 1864, with major protocols added in 1977 and amendments continuing
to be debated and accepted up to the preserithe international community and international law
have thus come toa widespread corensus that total war is immorahnd cannot possibly be
justified. While morally waging war does legitimate tkilling of those who are waging war for the
enemy, it does not legitimate mass murd@mjustified killing)of noncombatants,or worse; and

there are indeed worse things than deatkVar is now both too dangerous and too professionalized

to be foughtso cavalierlywithout rules or restrictions.

4.4.2 TraditionalJus in Bllo

Total war is thus morally unacceptable; there mhsfjus in bellarestrictions for a war to be morally

fought, which eflect the virtues of a moraljust warrior. { dzO Warh 2 NJ O, R@BRiwidely

accepted amonghe professional military. Jusi I NJ G KS2 NB ( KulbdameR& worsf Ra | &
consstency between means and endgth regard to wartime behavidgr Orend 2006, p. 105] As

just wars are limited wars, not total wars, there will be restraints on the means of permissible

wartime coercion.And as robots themselves will not be declaring fearthe foreseeable futurethe

direct relevance of jusivar theory for autonomous military robotwill dealwith how they would

conduct themselves in psecuting military activities and so the relevant issuejiss in belb, divided
intoexternalrulesK 2 ¢ + aidl dSQa YAfAGINE GGNBFrda Ada SySYasSavu
treats its own people).

Much of the justg I NJ G NI RA A 21981 asSetiHohl¥ twd @sichicEsgaly conditions for
the external rules ojus in bello

1. Propationality. Again, the military ends mustbe proportionate to the meansno
dzy y SOSaal NE @A2ftSyO0S Aa G2 0SS dzaSR Ay 2NRSNJI (2
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F2NDOS LINB LR NIAZ2YI GSToldve theleitdmy ffomyahills@le/tiflesya 3I2 1+ £ ©
shells may be used; a nuclear weapon that obliterates the hillside and all other life within

100 square kilometersnust not be usedas it would be wildly disproportionateRobots

would need to learn how to apply force proportionate to their gaming some operational

program that involved properly computing the minimal foraecessary for military success,

i.e., using the accepted militar@ NXA G SNRA I 2 F . @Aftkritesting, NB eagyScdSa a A G e
imagine that robots could perform at leaa$ well as humans in deploying no greater violent

F2NDOS GGKIYy YySSRSRI IyR XNKRINBSE0 QI BANYHE2 NIKIS R

Under proportionality, Walzer and others also include other aspects of traditjosah bello

that reject any meanshala in s@ that is, evil in themselvasbecause they violate human

rights whenever used, such as rgjigrend, 2001, p. 134 Robots presumably can be easily

programmed to avoid such meansroportionality also informs the moral treatment of

POWs,schl & W0 Sy S@2t SAOWSs ragizbeNstrippéid lof/wedpons, isothfeom

fighting, and questionedbut there remains the moral requirement not to torture, beat,

starve, or medically experiment upon POWSs, as agreed upon in the Hague and Geneva
Convention® 2 KSGKSNI 2NJ y2G Fff &adz2OK LINRGSOGA2Yya ||
Ottt SR W21 NJ 2y ¢SNNBND Aa F YFGGSNI 2F LREAGAO
administration does nosuggestii K i GKSNB NB y2 NBal&dyOliAzya 2
O2Y0 I G y i QVhatN@r #he yads\NGk @ amount to in these cases, programming

robots to obey them poses no special problems over and above the basic problem of robot
discrimination and classification of humans into their properin bellccategories, and then

meting out the appropriate treatment.Thus, we see the next requirent may be trickier

for robots.

2. Discrimination and nogombatant immunity. One must attempt to discriminate between
combatants and noncombatants (civilians), and nanbatants must not be intentionally
killed. By engaging in warfare, enemy soldiers become legitimate targets of lethal force in
order to coerce their suender and thusend their resistance to your victory; but those who
are not combatants do not forciblg LILJI2 8 S 2y SQa 321 fa Ay 61N FyR |
directly. Hence, as they need not be forcibly coerced in order to attain victory, it is immoral
to do so. In short, if someone is not directly engaged in intentionally harming you, it is
morally impermssble to intentionally harmthem3d 2 YSGAYSa GSNXYSR-GKS WLINAR
defenseb (Hence, we can see thgus in belloprohibits weapons that are intrinsically
disproportionate, such as thermonuclear weapons in conventional wars, or those that fail to
discriminate between combatants and civilians, such as most biological or chemical
weapong I YR LISNKI LJA S@Sy Ylyeé Y2RSa 2 FRow§eoSNI Gt
20098.
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