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Preface
[

This report is designed as a preliminary investigation into the risk and ethics issues related to
autonomous military systems, with a particular focus on battlefield robotics as perhaps the most
controversial area. It is intended to help inform policymakers, military personnel, scientists, as well
as the broader public who collectively influence such developments. Our goal is to raise the issues
that need to be consider in responsibly introducing advanced technologies into the battlefield and,
eventually, into society. With history as a guide, we know that foresight is critical to both mitigate

undesirable effects as well as to best promote or leverage the benefits of technology.

In this report, we will present: the presumptive case for the use of autonomous military robotics; the
need to address risk and ethics in the field; the current and predicted state of military robotics;
programming approaches as well as relevant ethical theories and considerations (including the Laws
of War, Rules of Engagement); a framework for technology risk assessment; ethical and social issues,

both near- and far-term; and recommendations for future work.
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1. Introduction
[

“No catalogue of horrors ever kept men from war. Before the war you always think
that it’s not you that dies. But you will die, brother, if you go to it long enough.”—
Ernest Hemingway [1935, p.156]

Imagine the face of warfare with autonomous robotics: Instead of our soldiers returning home in
flag-draped caskets to heartbroken families, autonomous robots—mobile machines that can make
decisions, such as to fire upon a target, without human intervention—can replace the human soldier
in an increasing range of dangerous missions: from tunneling through dark caves in search of
terrorists, to securing urban streets rife with sniper fire, to patrolling the skies and waterways where
there is little cover from attacks, to clearing roads and seas of improvised explosive devices (IEDs), to
surveying damage from biochemical weapons, to guarding borders and buildings, to controlling
potentially-hostile crowds, and even as the infantry frontlines.

These robots would be ‘smart’ enough to make decisions that only humans now can; and as conflicts
increase in tempo and require much quicker information processing and responses, robots have a
distinct advantage over the limited and fallible cognitive capabilities that we Homo sapiens have.
Not only would robots expand the battlespace over difficult, larger areas of terrain, but they also
represent a significant force-multiplier—each effectively doing the work of many human soldiers,
while immune to sleep deprivation, fatigue, low morale, perceptual and communication challenges

in the ‘fog of war’, and other performance-hindering conditions.

But the presumptive case for deploying robots on the battlefield is more than about saving human
lives or superior efficiency and effectiveness, though saving lives and clearheaded action during
frenetic conflicts are significant issues. Robots, further, would be unaffected by the emotions,
adrenaline, and stress that cause soldiers to overreact or deliberately overstep the Rules of
Engagement and commit atrocities, that is to say, war crimes. We would no longer read (as many)
news reports about our own soldiers brutalizing enemy combatants or foreign civilians to avenge the
deaths of their brothers in arms—unlawful actions that carry a significant political cost. Indeed,
robots may act as objective, unblinking observers on the battlefield, reporting any unethical behavior
back to command; their mere presence as such would discourage all-too-human atrocities in the first

place.
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Technology, however, is a double-edge sword with both benefits and risks, critics and advocates; and
autonomous military robotics is no exception, no matter how compelling the case may be to pursue
such research. The worries include: where responsibility would fall in cases of unintended or
unlawful harm, which could range from the manufacturer to the field commander to even the
machine itself; the possibility of serious malfunction and robots gone wild; capturing and hacking of
military robots that are then unleashed against us; lowering the threshold for entering conflicts and
wars, since fewer US military lives would then be at stake; the effect of such robots on squad
cohesion, e.g., if robots recorded and reported back the soldier’s every action; refusing an otherwise-

legitimate order; and other possible harms.

We will evaluate these and other concerns within our report; and the remainder of this section will
discuss the driving forces in autonomous military robotics and the need for ‘robot ethics’, as well as
provide an overview of the report. Before that discussion, we should make a few introductory notes

and definitions as follow.

1.1 Opening Remarks

First, in this investigation, we are not concerned with the question of whether it is even technically
possible to make a perfectly-ethical robot, i.e., one that makes the ‘right’ decision in every case or
even most cases. Following Arkin, we agree that an ethically-infallible machine ought not to be the
goal now (if it is even possible); rather, our goal should be more practical and immediate: to design a
machine that performs better than humans do on the battlefield, particularly with respect to
reducing unlawful behavior or war crimes [Arkin, 2007]. Considering the number of incidences of
unlawful behavior—and by ‘unlawful’ we mean a violation of the various Laws of War (LOW) or Rules
of Engagement (ROE), which we also will discuss later in more detail—this appears to be a low
standard to satisfy, though a profoundly important hurdle to clear. To that end, scientists and
engineers need not first solve the daunting task of creating a truly ‘ethical’ robot, at least in the
foreseeable future; rather, it seems that they only need to program a robot to act in compliance with
the LOW and ROE (though this may not be as straightforward and simply as it first appears) or act

ethically in the specific situations in which the robot is to be deployed.

Second, we should note that the purpose of this report is not to encumber research on autonomous
military robotics, but rather to help responsibly guide it. That there should be two faces to
technology—benefits and risk—is not surprising, as history shows, and is not by itself an argument

against that technology.! But ignoring those risks, or at least only reactively addressing them and

! Biotechnology, for instance, promises to reduce world hunger by promoting greater and more nutritious agricultural
and livestock yield; yet continuing concerns about the possible dissemination of bio-engineered seeds (or
‘Frankenfoods’) into the wild, displacing native plants and crops, have prompted the industry to move more
cautiously [e.g., Thompson, 2007]. Even Internet technologies, as valuable as they have been in connecting us to
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waiting for public reaction, seems to be unwise, given that it can lead (and, in the case of biotech

foods, has led) to a backlash that stalls forward progress.

That said, it is surprising to note that one of the most comprehensive and recent reports on military
robotics, Unmanned Systems Roadmap 2007-2032, does not mention the word ‘ethics’ once nor risks
raised by robotics, with the exception of one sentence that merely acknowledges that “privacy issues
[have been] raised in some quarters” without even discussing said issues [US Department of
Defense, 2007, p. 48]. While this omission may be understandable from a public relations
standpoint, again it seems short-sighted given lessons in technology ethics, especially from our
recent past. Our report, then, is designed to address that gap, proactively and objectively engaging

policymakers and the public to head off a potential backlash that serves no one’s interests.

Third, while this report focuses on issues related to autonomous military robotics, the discussion may
apply equally well and overlap with issues related to autonomous military systems, i.e., computer
networks. Further, we are focusing on battlefield or lethal applications, as opposed to robotics in
manufacturing or medicine even if they are supported by military programs (such as the Battlefield
Extraction Assist Robot, or BEAR, that carries injured soldiers from combat zones), for several
reasons as follow. The most contentious military robots will be the weaponized ones: “Weaponized
unmanned systems is a highly controversial issue that will require a patient ‘crawl-walk-run’
approach as each application’s reliability and performance is proved” [US Department of Defense,
2007, p. 54]. Their deployment is inherently about human life and death, both intended and
unintended, so they immediately raise serious concerns related to ethics (e.g., does just-war theory
or the LOW/ROE allow for deployment of autonomous fighting systems in the first place?) as well as
risk (e.g., malfunctions and emergent, unexpected behavior) that demand greater attention than

other robotics applications.

Also, though a relatively small number of military personnel is ever exposed on the battlefield, loss of
life and property during armed conflict has non-trivial political costs, never mind environmental and
economic costs, especially if ‘collateral’ or unintended damage is inflicted and even more so if it
results from abusive, unlawful behavior by our own soldiers. How we prosecute a war or conflict
receives particular scrutiny from the media and public, whose opinions influence military and foreign
policy even if those opinions are disproportionately drawn from events on the battlefield, rather
than on the many more developments outside the military theater. Therefore, though autonomous
battlefield or weaponized robots may be years away and account for only one segment of the entire
military robotics population, there is much practical value in sorting through their associative issues
sooner rather than later.

information, social networks, etc., and in making new ways of life possible, reveal a darker world of online scams,
privacy violations, piracy, viruses, and other ills; yet no one suggests that we should do away with cyberspace [e.g.,
Weckert, 2007].

Autonomous Military Robotics: Risk, Ethics, and Design
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Fourth and finally, while our investigation here is supported by the US Department of the Navy,
Office of Naval Research, it may apply equally well to other branches of military service, all of which
are also developing robotics for their respective needs. The range of robotics deployed or under
consideration by the Navy, however, is exceptionally broad, with airborne, sea surface, underwater,
and ground applications.” Thus, it is particularly fitting for the Department of the Navy to support
one of the first dedicated investigations on the risk and ethical issues arising from the use of

autonomous military robotics.

1.2 Definitions

To the extent that there are no standard, universally-accepted definitions of some of the key terms
we employ in this report, we will need to stipulate those working definitions here, since it is
important that we ensure we have the same basic understanding of those terms at the outset. And
so that we do not become mired in debating precise definitions here, we provide a detailed

discussion or justification for our definitions in ‘Appendix A: Definitions’.

Robot (particularly in a military context). A powered machine that (1) senses, (2) thinks (in a

deliberative, non-mechanical sense), and (3) acts.

Most robots are and will be mobile, such as vehicles, but this is not an essential feature; however,
some degree of mobility is required, e.g., a fixed sentry robot with swiveling turrets or a stationary
industrial robot with movable arms. Most do not and will not carry human operators, but this too is
not an essential feature; the distinction becomes even more blurred as robotic features are
integrated with the body. Robots can be operated semi- or fully-autonomously but cannot depend
entirely on human control: for instance, tele-operated drones such as the Air Force’s Predator
unmanned aerial vehicle would qualify as robots to the extent that they make some decisions on
their own, such as navigation, but a child’s toy car tethered to a remote control is not a robot since
its control depends entirely on the operator. Robots can be expendable or recoverable, and can
carry a lethal or non-lethal payload. And robots can be considered as agents, i.e., they have the

capacity to act in a world, and some even may be moral agents, as discussed in the next definition.

Autonomy (in machines). The capacity to operate in the real-world environment without any form of
external control, once the machine is activated and at least in some areas of operation, for extended

periods of time.

% The only applications not covered by the Department of the Navy appear to be underground- and space-based,
including sub-orbital missions, which may understandably fall outside their purview.
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This is to say that, we are herein not interested in issues traditionally linked to autonomy that
require a more robust and precise definition, such as the assignment of political rights and moral
responsibility (as different from legal responsibility) or even more technical issues related to free
will, determinism, personhood, and whether machines can even ‘think’—as important as those
issues are in philosophy, law, and ethics. But in the interest of simplicity, we will stipulate this
definition, which seems acceptable in a discussion limited to human-created machines. This term
also helps elucidate the second criterion of ‘thinking’ in our working definition of a robot. Autonomy
is also related to the concept of moral agency, i.e., the ability to make moral judgments and choose

one’s actions accordingly.

Ethics (construed broadly for this report). More than normative issues, i.e., questions about what we
should or ought to do, but also general concerns related to social, political, and cultural impact as

well as risk arising from the use of robotics.

As a result, we will cover all these areas in our report, not just philosophical questions or ethical
theory, with the goal of providing some relevant if not actionable insights at this preliminary stage.
We will also discuss relevant ethical theories in more detail in section 3 (though this is not meant to

be a comprehensive treatment of the subject).

1.3 Market Forces and Considerations

Several industry trends and recent developments—including high-profile failures of semi-
autonomous systems, as perhaps a harbinger of challenges with more advanced systems—highlight
the need for a technology risk assessment, as well as a broader study of other ethical and social
issues related to the field. In the following, we will briefly discuss seven primary market forces that
are driving the development of military robotics as well as the need for a guiding ethics; these
roughly map to what have been called ‘push’ (technology) and ‘pull’ (social and cultural) factors [US
Department of Defense, 2007, p.44].

1. Compelling military utility. US defense organizations are attracted to the use of robots for a
range of benefits, some of which we have mentioned above. A primary reason is to replace us
less-durable humans in “dull, dirty, and dangerous” jobs [US Department of Defense, 2007,
p.19]. This includes: extended reconnaissance missions, which stretch the limits of human
endurance to its breaking point; environmental sampling after a nuclear or biochemical attack,
which had previously led to deaths and long-term effects on the surveying teams; and
neutralizing IEDs, which have caused over 40% of US casualties in Iraq since 2003 [Iraq Coalition

Casualty Count, 2008]. While official statistics are difficult to locate, news organizations report
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that the US has deployed over 5,000 robots in Irag and Afghanistan, which have neutralized
10,000 IEDs by 2007 [CBS, 2007].

Also mentioned above, military robots may be more discriminating, efficient, and effective.
Their dispassionate and detached approach to their work could significantly reduce the instances
of unethical behavior in wartime—abuses that negatively color the US prosecution of a conflict,

no matter how just the initial reasons to enter the conflict are, and carry a high political cost.

US Congressional deadlines. Clearly, there is a tremendous advantage to employing robots on
the battlefield, and the US government recognizes this. Two key Congressional mandates are
driving the use of military robotics: by 2010, one-third of all operational deep-strike aircraft must
be unmanned, and by 2015, one-third of all ground combat vehicles must be unmanned
[National Defense Authorization Act, 2000]. Most, if not all, of the robotics in use and under
development are semi-autonomous at best; and though the technology to (responsibly) create
fully autonomous robots is near but not quite in hand, we would expect the US Department of
Defense to adopt the same, sensible ‘crawl-walk-run’ approach as with weaponized systems,

given the serious inherent risks.

Nonetheless, these deadlines apply increasing pressure to develop and deploy robotics,
including autonomous vehicles; yet a ‘rush to market’ increases the risk for inadequate design or
programming. Worse, without a sustained and significant effort to build in ethical controls in
autonomous systems, or even to discuss the relevant areas of ethics and risk, there is little hope
that the early generations of such systems and robots will be adequate, making mistakes that
may cost human lives. (This is related to the “first-generation’ problem we discuss in sections 6
and 7, that we won’t know exactly what kind of errors and mistaken harms autonomous robots

will commit until they have already done so.)

Continuing unethical battlefield conduct. Beyond popular news reports and images of
purportedly unethical behavior by human soldiers, the US Army Surgeon General’s Office had
surveyed US troops in Irag on issues in battlefield ethics and discovered worrisome results.
From its summary of findings, among other statistics: “Less than half of Soldiers and Marines
believed that non-combatants should be treated with respect and dignity and well over a third
believed that torture should be allowed to save the life of a fellow team member. About 10% of
Soldiers and Marines reported mistreating an Iraqi non-combatant when it wasn’t
necessary...Less than half of Soldiers and Marines would report a team member for unethical
behavior...Although reporting ethical training, nearly a third of Soldiers and Marines reported
encountering ethical situations in Iraq in which they didn’t know how to respond” [US Army
Surgeon General’s Office, 2006]. The most recent survey by the same organization reported

similar results [US Army Surgeon General’s Office, 2008].
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Wartime atrocities have occurred since the beginning of human history, so we are not operating
under the illusion that they can be eliminated altogether (nor that armed conflicts can be
eliminated either, at least in the foreseeable future). However, to the extent that military robots
can considerably reduce unethical conduct on the battlefield—greatly reducing human and
political costs—there is a compelling reason to pursue their development as well as to study

their capacity to act ethically.

Military robotics failures. More than theoretical problems, military robotics have already failed
on the battlefield, creating concerns with their deployment (and perhaps even more concern for
more advanced, complicated systems) that ought to be addressed before speculation,

incomplete information, and hype fill the gap in public dialogue.

In April 2008, several TALON SWORDS units—mobile robots armed with machine guns—in Iraq
were reported to be grounded for reasons not fully disclosed, though early reports claim the
robots, without being commanded to, trained their guns on ‘friendly’ soldiers [e.g., Page, 2008];
and later reports denied this account but admitted there had been malfunctions during the
development and testing phase prior to deployment [e.g., Sofge, 2008]. The full story does not
appear to have yet emerged, but either way, the incident underscores the public’s anxiety—and
the military’s sensitivity—with the use of robotics on the battlefield (also see ‘Public perceptions’
below).

Further, it is not implausible to suggest that these robots may fail, because it has already
happened elsewhere: in October 2007, a semi-autonomous robotic cannon deployed by the
South African army malfunctioned, killing nine ‘friendly’ soldiers and wounding 14 others [e.g.,
Shachtman, 2007]. Communication failures and errors have been blamed for several unmanned
aerial vehicle (UAV) crashes, from those owned by the Sri Lanka Air Force to the US Border Patrol
[e.g., BBC, 2005; National Transportation Safety Board, 2007]. Computer-related technology in
general is especially susceptible to malfunctions and ‘bugs’ given their complexity and even after
many generations of a product cycle; thus, it is reasonable to expect similar challenges with

robotics.

Related civilian systems failures. On a similar technology path as autonomous robots, civilian
computer systems have failed and raised worries that can carry over to military applications. For
instance, such civilian systems have been blamed for massive power outages: in early 2008,
Florida suffered through massive blackouts across the entire state, as utility computer systems
automatically shut off and rerouted power after just a small fire caused by a failed switch at one
electrical substation [e.g., Padgett, 2008]; and in the summer 2003, a single fallen tree had
triggered a tsunami of cascading computer-initiated blackouts that affected tens of millions of
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customers for days and weeks across the eastern US and Canada, leaving practically no time for
human intervention to fix what should have been a simple problem of stopping the disastrous
chain reaction [e.g., US Department of Energy, 2004]. Thus, it is a concern that we also may not
be able to halt some (potentially-fatal) chain of events caused by autonomous military systems
that process information and can act at speeds incomprehensible to us, e.g., with high-speed

unmanned aerial vehicles.

Further, civilian robotics are becoming more pervasive. Never mind seemingly-harmless
entertainment robots, some major cities (e.g., Atlanta, London, Paris, Copenhagen) already
boast driverless transportation systems, again creating potential worries and ethical dilemmas
(e.g., bringing to life the famous thought-experiment in philosophy: should a fast-moving train
divert itself to another track in order to kill only one innocent person, or continue forward to kill
the five on its current path?). So there can be lessons for military robotics that can be
transferred from civilian robotics and automated decision-making, and vice versa. Also, as
robots become more pervasive in the public marketplace—they are already abundant in
manufacturing and other industries—the broader public will become more aware of risk and
ethical issues associated with such innovations, concerns that inevitably will carry over to the

military’s use.

Complexity and unpredictability. Perhaps robot ethics has not received the attention it needs, at
least in the US, given a common misconception that robots will do only what we have
programmed them to do. Unfortunately, such a belief is a sorely outdated, harking back to a
time when computers were simpler and their programs could be written and understood by a
single person. Now, programs with millions of lines of code are written by teams of
programmers, none of whom knows the entire program; hence, no individual can predict the
effect of a given command with absolute certainty, since portions of large programs may interact
in unexpected, untested ways. (And even straightforward, simple rules such as Asimov’s Laws of
Robotics can create unexpected dilemmas [e.g.,, Asimov, 1950].) Furthermore, increasing
complexity may lead to emergent behaviors, i.e., behaviors not programmed but arising out of

sheer complexity [e.g., Kurzweil, 1999, 2005].

Related major research efforts also are being devoted to enabling robots to learn from
experience, raising the question of whether we can predict with reasonable certainty what the
robot will learn. The answer seems to be negative, since if we could predict that, we would
simply program the robot in the first place, instead of requiring learning. Learning may enable
the robot to respond to novel situations, given the impracticality and impossibility of predicting
all eventualities on the designer’s part. Thus, unpredictability in the behavior of complex robots

is a major source of worry, especially if robots are to operate in unstructured environments,
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rather than the carefully-structured domain of a factory. (We will discuss machine learning

further in sections 2 and 3.)

7. Public perceptions. From Asimov’s science fiction novels to Hollywood movies such as Wall-E,
Iron Man, Transformers, Blade Runner, Star Wars, Terminator, Robocop, 2001: A Space Odyssey,
and I, Robot (to name only a few, from the iconic to recently released), robots have captured the
global public’s imagination for decades now. But in nearly every one of those works, the use of
robots in society is in tension with ethics and even the survival of humankind. The public, then,
is already sensitive to the risks posed by robots—whether or not those concerns are actually
justified or plausible—to a degree unprecedented in science and technology. Now, technical
advances in robotics are catching up to literary and theatrical accounts, so the seeds of worry
that have long been planted in the public consciousness will grow into close scrutiny of the
robotics industry with respect to those ethical issues, e.g., the book Love and Sex with Robots

published late last year that reasonably anticipates human-robot relationships [Levy, 2007].

Given such investments, questions, events, and predictions, it is no wonder that more attention is
being paid to robot ethics, particularly in Europe [e.g., Veruggio, 2007]. An entire conference
dedicated to the issue of ethics in autonomous military systems—one of the first we have seen, if
not the first of its kind—was held in late February 2008 in the UK [Royal United Services Institute
(RUSI) for Defence and Security Studies, 2008], in which experts reiterated the possibility that robots
might commit war crimes or be turned on us by terrorists and criminals [RUSI, 2008: Noel Sharkey
and Rear Admiral Chris Parry’s presentations, respectively; also, Sharkey, 2007a, and Asaro, 2008].
Robotics is a particularly thriving and advanced industry in Asia: South Korea is the first (and still
only?) nation to be working on a ‘Robot Ethics Charter’ or a code of ethics to govern responsible
robotics development and use, though the document has yet to materialize [BBC, 2007]. This
summer, Taiwan played host to a conference about advanced robotics and its societal impacts
[Institute of Electrical and Electronics Engineers (IEEE), 2008].

But the US is starting to catch up: some notable US experts are working on similar issues, which we
will discuss throughout this report [Arkin, 2007; Wallach and Allen, 2008]. A January 2008
conference at Stanford University focused on technology in wartime, of which robot ethics was one
notable session [Computer Professionals for Social Responsibility (CPSR), 2008]. In July 2008, the
North American Computing and Philosophy (NA-CAP) conference at Indiana University focused a
significant part of its program on robot ethics [NA-CAP, 2008]. Again, we intend for this report as an

early, complementary step in filling the gap in robot-ethics research, both technical and theoretical.
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1.4 Report Overview

Following this introduction, in section 2, we will provide a short background discussion on robotics in
general and in defense applications specifically. We will survey briefly the current state of robotics in
the military as well as developments in progress and anticipated. This includes several future
scenarios in which the military may employ autonomous robots, which will help anchor and add

depth to our discussions later on ethics and risk.

In section 3, we will discuss the possibility of programming in rules or a framework in robots to
govern their actions (such as Asimov’s Laws of Robotics). There are different programming
approaches: top-down, bottom-up, and a hybrid approach [Wallach and Allen, 2008]. We also
discuss the major (competing) ethical theories—deontology, consequentialism, and virtue ethics—

that these approaches correspond with as well as their limitations.

In section 4, we consider an alternative, as well as a complementary approach, to programming a
robot with an ethical behavior framework: to simply program it to obey the relevant Laws of War
and Rules of Engagement. To that end, we also discuss the relevant LOW and ROE, including a

discussion of just-war theory and related issues that may arise in the context of autonomous robots.

In section 5, continuing the discussion about law, we will also look at the issue of legal responsibility
based on precedents related to product liability, negligence and other areas [Asaro, 2007]. This at
least informs questions of risk in the near- and mid-term in which robots are essentially human-
made tools and not moral agents of their own; but we also look at the case for treating robots as

guasi-legal agents.

In section 6, we will broaden our discussion in providing a framework for technology risk assessment.
This framework includes a discussion of the major factors in determining ‘acceptable risk’: consent,

informed consent, affected population, seriousness, and probability [Deslardins, 2003].

In section 7, we will bring the various ethics and social issues discussed, and new ones, together in
one location. We will survey a full range of possible risks and issues related to ethics, just-war
theory, technical challenges, societal impact, and more. These contingencies and issues are

important to have in mind in any complete assessment of technology risks.

Finally, in section 8, we will draw some preliminary conclusions, including recommendations for
future, more detailed investigations. A bibliography is provided as section 9 of the report; and

appendix A offers more detailed discussions on key definitions, as initiated in this section.
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2. Military Robotics
|

The field of robotics has changed dramatically during the past 30 years. While the first
programmable articulated arms for industrial automation were developed by George Devol and
made into commercial products by Joseph Engleberger in the 1960s and 1970s, mobile robots with
various degrees of autonomy did not receive much attention until the 1970s and 1980s. The first
true mobile robots arguably were Elmer and Elsie, the electromecha